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10.5.0 2025-12-23
Type FRR HOLO
Commit ID c41ba20 01a2982
Commit Date 2025-11-10 2025-12-23
ANVL-ISIS-1.1 ISO/IEC 10589:1992(E)s9.5 p49 Level 1 LAN IS to IS hello PDU
MUST ISto IS Hello PDU
Level 1 LANISto IS hello PDU nmust have
1. Intra-domain Routing Protocol Discrimnator = 0x83
2. PDU type = 15
3. Version/Protocol 1D extension =1
4. Version =1
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.2 ISO/IEC 10589:1992(E)s9.5 p49 Level 1 LAN IS to IS hello PDU
MUST ISto IS Hello PDU
Bit 6-8 of PDU Type (5th octet), Reserved (7th octet), bit 3-8 of
Reserved/ Circuit Type (9th octet) and 8th bit of Priority are
reserved which are always set to zero in Level 1 LANISto IS
hel | o PDU.
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.3 ISO/IEC 10589:1992(E)s9.5 p49 Level 1 LAN IS to IS hello PDU
MUST ISto IS Hello PDU
The valid ID Length field shall take any one of these follow ng val ues:
1. An Integer between 1 and 8, inclusive, indicating an ID field of
the corresponding | ength
2. The Value zero, which indicates a six octet ID, field Ilength
3. The Value 255, which neans a null IDfield (i.e., zero |ength)
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.4 ISO/IEC 10589:1992(E)s9.5 p49-50 Level 1 LAN IS to IS hello PDU
MUST ISto IS Hello PDU
In a LAN Level 1 IIHthe Circuit Type nust be either 1 or 3
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.5 ISO/IEC 10589:1992(E)s9.5 p50 Level 1 LAN IS to IS hello PDU
RFC 1195 s5.3.1 p37-38 Level 1 LAN IS to IS hello PDU
MUST
ISto IS Hello PDU
The valid Codes that nmust be present in the VAR ABLE LENGTH FI ELD
of Level 1 LANISto IS hello PDU are:
Area Address
Pr ot ocol s Supported
I P Interface Address
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.6 RFC 1195 s4.4 p32 Maintaining Router Adjacencies
s5.2 p34 Overview of IP-specific Information for IS-IS
MUST

ISto IS Hell o PDU
The Protocol supported field nust be present in all 1S 1S Hello
Packets send by I P-only routers

Debian 12: pass Debian 12: pass
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ANVL-ISIS-1.7 NEGATIVE : RFC 1195 s4.4 p32 Maintaining Router Adjacencies
MUST ISto IS Hell o PDU
The Protocol Supported field nust be present in all 1S 1S Hello
Packets send by I P-only routers
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.8 ISO/IEC 10589:1992(E)s9.6 p51 Level 2 LAN IS to IS hello PDU
MUST ISto IS Hell o PDU
Level 2 LANISto IS hello PDU nmust have
1. Intra-domain Routing Protocol Discrimnator = 0x83
2. PDU type = 16
3. Version/Protocol ID extension =1
4. Version =1
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.9 ISO/IEC 10589:1992(E)s9.6 p51 Level 2 LAN IS to IS hello PDU
MUST ISto IS Hell o PDU
Bit 6-8 of PDU Type(5th octet), Reserved(7th octet), bit 3-8 of
Reserved/ Circuit Type(9th octet) and 8th bit of Priority are
reserved which are always set to zero in Level 2 LANISto IS
hel | o PDU.
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.10 ISO/IEC 10589:1992(E)s9.6 p51 Level 2 LAN IS to IS hello PDU
MUST ISto IS Hell o PDU
The valid ID Length field shall take any one of these follow ng val ues:
1. An Integer between 1 and 8,inclusive,indicating an ID field of
the corresponding | ength
2. The Val ue zero,which indicates a six octet ID, field length
3. The Val ue 255,which neans a null IDfield(ie. zero |l ength)
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.11 ISO/IEC 10589:1992(E)s9.6 p51 Level 2 LAN IS to IS hello PDU
MUST ISto IS Hell o PDU
In a LAN Level 2 IIHthe CGrcuit Type nust be either 2 or 3
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.12 ISO/IEC 10589:1992(E)s9.6 p51-52 Level 2 LAN IS to IS hello PDU
RFC 1195 s5.3.2 p38-39 Level 2 LAN IS to IS hello PDU
MUST
ISto IS Hell o PDU
The valid Codes that nust be present in the VAR ABLE LENGTH FI ELD
of Level 2 LANISto IS hello PDU are :
Area Address
Prot ocol s Supported
IP Interface Address
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.13 RFC 1195 s4.4 p32 Maintaining Router Adjacencies
s5.2 p34 Overview of IP-specific Information for 1S-IS
MUST

ISto IS Hello PDU
The Protocol supported field nust be present in all 1S 1S Hello
Packets send by I P-only routers

Debian 12: pass Debian 12: pass
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ANVL-ISIS-1.14 NEGATIVE : RFC 1195 s4.4 p32 Maintaining Router Adjacencies
MUST ISto IS Hello PDU
The Protocol Supported field nust be present in all 1S 1S Hello
Packets sent by IP-only routers
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.19 RFC 1195 s3.1 p15 Exchange of Routing information
MUST ISto IS Hell o PDU
| P capabl e routers need to know what network | ayer protocols are
supported by other routers in their area
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.20 RFC 1195 s4.2 p31 Multiple IP Addresses per Interface
MUST ISto IS Hello PDU

Each interface corresponding to the SNPA over which is
transm tted can have maxi mum of 63 | P addresses

Debian 12: pass Debian 12: pass

ANVL-ISIS-1.21

RFC 1195 s3.1 p15 Exchange of Routing information

ISto IS Hello PDU

MUST
| P capabl e routers need to know what network | ayer protocols are
supported by other routers in their area
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.22 RFC 1195 s4.2 p31 Multiple IP Addresses per Interface
MUST ISto IS Hello PDU
Each interface corresponding to the SNPA over which is
transmtted can have maxi num of 63 | P addresses
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.23 RFC 1195 s4.2 p31 Multiple IP Addresses per Interface
MUST ISto IS Hell o PDU
Each Interface corresponding to the SNPA over which a L1 LANIIH
PDU is transmitted can have a maxi mum of 63 | P Addresses
Debian 12: pass Debian 12: pass
ANVL-ISIS-1.24 RFC 1195 s4.2 p31 Multiple IP Addresses per Interface
MUST ISto IS Hello PDU
Each I nterface corresponding to the SNPA over which a L2 LANIIH
PDU is transnmitted can have a maxi mum of 63 | P Addresses
Debian 12: pass Debian 12: pass
ANVL-ISIS-2.1 ISO/IEC 10589:1992(E) s9.8 p54 Level 1 LSPDU
MUST Li nk State PDU

Test that the level 1 LSP nust have I|ntradomai m Routing Protocol

Di scrimnator = 0x83, PDU Type = 18, Version/Protocol |ID extension

(2nd octet) = 1 and Version (6th octet) = 1 in the Header

Debian 12: pass Debian 12: pass
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ANVL-ISIS-2.2 ISO/IEC 10589:1992(E) s9.8 p54 Level 1 Link State PDU
MUST Link State PDU
Bit 6-8 of PDU Type (5th octet) and Reserved (7th octet) are
reserved which are always set to zero in Level 1 Link State PDU
Debian 12: pass Debian 12: pass
ANVL-ISIS-2.3 ISO/IEC 10589:1992(E) s9.8 p54-55 Level 1 Link State PDU
MUST Li nk State PDU
The valid ID Length field shall take any one of these follow ng
val ues:
1. An integer between 1 and 8 ,inclusive, indicating an ID field of
corespondi ng | ength
2. The value zero, which indicates a six octet ID, field length
3. The value 255, which neans a null IDfield (i.e., zero |ength)
Debian 12: pass Debian 12: pass
ANVL-ISIS-2.4 ISO/IEC 10589:1992(E) s9.8 p54-55 Level 1 Link State PDU
RFC 1195 s5.3.4, p40-43 Level 1 Link State PDU
MUST .
Link State PDU
The valid codes that nust be present in the VARI ABLE LENGTH FI ELD
of level 1 link state PDU are:
Area Addresses
I nt er medi at e system Nei ghbors
Pr ot ocol s Supported
I P Interface Address
IP internal Reachability Infornation
Debian 12: pass Debian 12: pass
ANVL-ISIS-2.11 ISO/IEC 10589:1992(E) s9.9 p57 Level 2 LSPDU
MUST Link State PDU
Test that the level 2 LSP nust have | ntradomai m Routing Protocol
Di scrim nator =0x83, PDU Type=20, Versi on/ Protocol 1D extension(3rd
octet) = 1 and Version (6th octet) = 1 in the Header
Debian 12: pass Debian 12: pass
ANVL-ISIS-2.12 ISO/IEC 10589:1992(E) s9.9 p57 Level 2 Link State PDU
MUST Link State PDU
Bit 6-8 of PDU Type (5th octet) and Reserved (7th octet) are
reserved which are always set to zero in Level 2 Link State PDU
Debian 12: pass Debian 12: pass
ANVL-ISIS-2.13 ISO/IEC 10589:1992(E) s9.9 p57 Level 2 Link State PDU
MUST Link State PDU

The valid ID Length field shall take any one of these follow ng

val ues:

1. An integer between 1 and 8 ,inclusive, indicating an ID field of
coresponding | ength

2. The value zero, which indicates a six octet ID, field Ilength

3. The value 255, which nmeans a null IDfield (i.e., zero |ength)

Debian 12: pass Debian 12: pass
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ANVL-ISIS-2.14 ISO/IEC 10589:1992(E) s9.9 p57-59 Level 2 Link State PDU
RFC 1195 s5.3.5,p43-48 Level 2 Link State PDU
MUST .
Li nk State PDU
The valid codes that nust be present in the VAR ABLE LENGTH FI ELD
of level 2 link state PDU are:
Area Addresses
I nt er medi at e syst em Nei ghbors
Pr ot ocol s Supported
IP Interface Address
IP internal Reachability Information
Debian 12: pass Debian 12: pass
ANVL-ISIS-2.17 RFC 1195 S3.1 P15 Exchange of routing information
MUST Li nk State PDU
IS-1S requires that any codes in a received PDU that are not
recogni zed are ignored and passed through unchanged
Debian 12: pass Debian 12: pass
ANVL-ISIS-2.18 RFC 1195 S3.1 P15 Exchange of routing information
MUST Link State PDU
IS-1S requires that any codes in a received PDU that are not
recogni zed are ignored and passed through unchanged
Debian 12: pass Debian 12: pass
ANVL-ISIS-3.1 ISO/IEC 10589:1992(E) s9.10 p60 Level 1 complete sequence numbers PDU
MUST Sequence Nunbers PDU
Level 1 conplete sequence nunber PDU nust have |ntra-domain Routing
protocol Discrimnator = 0x83, PDU Type = 24, Version/Protocol ID
extension (3rd octet) = 1 and Version (6th octet) = 1 in the header
Debian 12: pass Debian 12: pass
ANVL-ISIS-3.2 ISO/IEC 10589:1992(E) s9.10 p60 Level 1 Complete sequence number PDU
MUST Sequence Nunbers PDU
Bit 6-8 of PDU Type (5th octet) and Reserved(7th octet) are
reserved which are always set to zero in Level 1 conplete sequence
nunbers PDU
Debian 12: pass Debian 12: pass
ANVL-ISIS-3.3 ISO/IEC 10589:1992(E) s9.10 p57 Level 1 complete sequence numbers PDU
MUST Sequence Nunbers PDU

The valid ID Length field in a Level 1 Conplete Sequence Nunber PDU
shal|l take any one of these follow ng val ues:

1. An integer between 1 and 8, inclusive, indicating an ID field of
corespondi ng | ength

2. The value zero, which indicates a six octet ID field | ength

3. The value 255, which neans a null IDfield (i.e., zero |length)

Debian 12: pass Debian 12: pass
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ANVL-ISIS-3.4 ISO/IEC 10589:1992(E) s9.10 p60-61 Level 1 complete sequence numbers
PDU
MUST RFC 1195 s5.3.6,p48-49 Level 1 complete sequence numbers PDU
Sequence Nunbers PDU
The valid codes that nust be present in the VARI ABLE LENGIH FI ELD of
| evel 1 conplete sequence nunbers PDU are:
1. LSP Entries
2. Authentication Information
Debian 12: pass Debian 12: pass
ANVL-ISIS-3.5 ISO/IEC 10589:1992(E) s9.10 p61-62 Level 2 complete sequence numbers
PDU
MUST
Sequence Nunbers PDU
Level 2 conplete sequence nunber PDU nmust have |ntra-domain Routing
protocol Discrimnator = 0x83, PDU Type = 25, Version/Protocol ID
extension (3rd octet) = 1 and Version (6th octet) = 1 in the header
Debian 12: pass Debian 12: pass
ANVL-ISIS-3.6 ISO/IEC 10589:1992(E) s9.11 p62 Level 2 Complete sequence number PDU
MUST Sequence Numbers PDU
Bit 6-8 of PDU Type (5th octet) and Reserved(7th octet) are
reserved which are always set to zero in Level 2 conplete sequence
nunbers PDU
Debian 12: pass Debian 12: pass
ANVL-ISIS-3.7 ISO/IEC 10589:1992(E) s9.11 p61-62 Level 2 complete sequence numbers
PDU
MUST
Sequence Nunbers PDU
The valid ID Length field in a Level 2 Conpl ete Sequence Nunber PDU
shal|l take any one of these follow ng val ues:
1. An integer between 1 and 8, inclusive, indicating an ID field of
coresponding | ength
2. The value zero, which indicates a six octet ID, field Ilength
3. The val ue 255, which neans a null IDfield (i.e., zero |ength)
Debian 12: pass Debian 12: pass
ANVL-ISIS-3.8 ISO/IEC 10589:1992(E) s9.11 p62 Level 2 complete sequence numbers
PDU
MUST RFC 1195 s5.3.7,p49 Level 2 complete sequence numbers PDU
Sequence Nunbers PDU
The valid codes that nust be present in the VARI ABLE LENGIH FI ELD of
| evel 2 conplete sequence nunbers PDU are:
1. LSP Entries
2. Authentication Information
Debian 12: pass Debian 12: pass
ANVL-ISIS-3.9 ISO/IEC 10589(E) s9.12 p62-63 Level 1 partial sequence numbers PDU
MUST Sequence Nunbers PDU

Level 1 partial sequence nunmber PDU nust have Intra-donmain Routing

protocol Discrimnator=0x83, PDU Type=26, Version/Protocol |D extension

(3rd octet)=1 and Version (6th octet)=1 in the header

Debian 12: pass Debian 12: pass
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ANVL-ISIS-3.10 ISO/IEC 10589:1992(E) s9.12 p63 Level 1 partial sequence number PDU
MUST Sequence Nunbers PDU
Bit 6-8 of PDU Type (5th octet) and Reserved (7th octet) are
reserved which are always set to zero in Level 1 partial sequence
nunmber s PDU
Debian 12: pass Debian 12: pass
ANVL-ISIS-3.11 ISO/IEC 10589:1992(E) s9.12 p63 Level 1 partial sequence number PDU
MUST Sequence Nunbers PDU
The valid ID Length field shall take any one of these follow ng
val ues:
1. An integer between 1 and 8 , inclusive, indicating an ID field of
corespondi ng | ength
2. The value zero, which indicates a six octet ID field | ength
3. The val ue 255, which neans a null IDfield (i.e., zero |length)
Debian 12: pass Debian 12: pass
ANVL-ISIS-3.12 ISO/IEC 10589:1992(E) s9.12 p63 Level 1 partial sequence number PDU
RFC 1195 s5.3.8,p49 Level 1 partial sequence number PDU
MUST
Sequence Nunbers PDU
The valid codes that nmust be present in the VARI ABLE LENGTH FI ELD of
level 1 partial sequence nunbers PDU are:
1. LSP Entries
Debian 12: pass Debian 12: pass
ANVL-ISIS-3.13 ISO/IEC 10589(E) s9.12 p64-65 Level 2 partial sequence numbers PDU
MUST Sequence Nunbers PDU

Level 2 partial sequence number PDU nust have Intra-donmain Routing
protocol Discrimnator=0x83, PDU Type=27, Version/Protocol
(3rd octet)=1 and Version (6th octet)=1 in the header

| D ext ension

Debian 12: pass Debian 12: pass

ANVL-ISIS-3.14

ISO/IEC 10589:1992(E) s9.12 p64 Level 2 partial sequence number PDU

MUST Sequence Nunbers PDU
Bit 6-8 of PDU Type (5th octet) and Reserved(7th octet) are
reserved which are always set to zero in Level 2 partial sequence
nunmber s PDU
Debian 12: pass Debian 12: pass
ANVL-ISIS-3.15 ISO/IEC 10589:1992(E) s9.12 p64 Level 2 partial sequence number PDU
MUST Sequence Nunbers PDU

The valid ID Length field shal
val ues:

1. An integer between 1 and 8 ,inclusive,indicating an ID field of
coresponding | ength

2. The value zero, which indicates a six octet
3. The val ue 255, whi ch neans anul

take any one of these follow ng

ID field length
ID field(ie zero length)

Debian 12: pass Debian 12: pass

ANVL-ISIS-3.16

MUST

ISO/IEC 10589:1992(E) s9.12 p64 Level 2 partial sequence number PDU
RFC 1195 s5.3.9,p49 Level 2 partial sequence number PDU

Sequence Nunbers PDU

The valid codes that nust
| evel 2 partial
1. LSP Entries

be present in the VAR ABLE LENGTH FI ELD of
sequence nunbers PDU are:

Debian 12: pass Debian 12: pass
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ANVL-ISIS-4.1 ISO/IEC 10589:1992(E), s7.2.4, p14, Links
MUST Level 1 Adjacency
I S di scover nei ghbours and formnms adj acenci es by exchangi ng
SIS Hell o PDUs.
Debian 12: pass Debian 12: pass
ANVL-ISIS-4.2 RFC 1195, s5.1, p33, Overview of ISIS PDUs
MUST Level 1 Adjacency
Hel | o packets are used to initialize and nmintain adjacenci es between
nei ghbouring | Ss.
Debian 12: pass Debian 12: pass
ANVL-ISIS-4.3 ISO/IEC 10589:1992(E), s8.4.2, p44, Broadcast subnetwork IIH PDUs
MUST Level 1 Adjacency
An L1 IS shall transnmit only L1 LAN I Hs.
Debian 12: pass Debian 12: pass
ANVL-ISIS-4.4 ISO/IEC 10589:1992(E), s8.4.2, p44, Broadcast subnetwork IIH PDUs
SHOULD Level 1 Adjacency
An L1 IIH sent by L1 IS should contain the nanual AreaAddresses and
LAN Addresses of L1 IS adjacencies.
Debian 12: pass Debian 12: pass
ANVL-ISIS-4.5 ISO/IEC 10589:1992(E), s8.4.2, p44, Broadcast subnetwork IIH PDUs
MUST Level 1 Adjacency
An L1 IS shall transmit L1 LANIIHs to the nmulti-destination
address Al| L1l Ss.
Debian 12: pass Debian 12: pass
ANVL-ISIS-4.6 ISO/IEC 10589:1992(E), s8.4.2, p44, Broadcast subnetwork IIH PDUs
MUST Level 1 Adjacency
L1 I1Ss shall listen on the multi-destination address All L1l Ss.
Debian 12: pass Debian 12: pass
ANVL-ISIS-4.7 NEGATIVE: ISO/IEC 10589:1992(E), s8.4.2, p44,
Broadcast subnetwork IIH PDUs
MUST .
Level 1 Adjacency
L1 ISs shall reject any L1 LAN IIH that doesn"t have the
destination as All L1l Ss.
Debian 12: FAIL Debian 12: FAIL
ANVL-ISIS-4.8 ISO/IEC 10589:1992(E), s8.4.2.1, p44, IIH PDU acceptance tests
SHOULD Level 1 Adjacency

If the IDLength of the L1 IIHis not equal to the value of the IS
routi ngDorai nl DLength, it shoul d be di scarded.

Debian 12: pass Debian 12: pass
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ANVL-ISIS-4.9 ISO/IEC 10589:1992(E), s8.4.2.2, p45, Receipt of L1 LAN IIH PDUs
ISO/IEC 10589:1992(E), s8.2.4.2, p38, IIH PDU Processing
SHOULD .
Level 1 Adjacency
If the received L1 Il H's areaAddresses do not match any of the
manual AreaAddresses of the L1 IS, it should reject the adjacency.
Debian 12: pass Debian 12: pass
ANVL-ISIS-4.10 ISO/IEC 10589:1992(E), s8.4.2.2, p45, Receipt of L1 LAN IIH PDUs
ISO/IEC 10589:1992(E), s8.2.4.2, p38, |IH PDU Processing
MUST .
Level 1 Adjacency
If the received L1 Il Hs areaAddress field matches any of the
val ues fromthe manual AreaAddresses of the L1 IS, it shall accept the
adj acency.
Debian 12: pass Debian 12: pass
ANVL-ISIS-4.11 ISO/IEC 10589:1992(E), s8.4.2.2, p45, Receipt of L1 IIH PDUs
ISO/IEC 10589:1992(E), s8.2.4.2, p38, IIH PDU Processing
MUST .
Level 1 Adjacency
If the received L1 Il Hs maxi mumAr eaAddr esses value is equal to
the | Ss nmaxi numAr eaAddr esses, accept the PDU.
Debian 12: pass Debian 12: pass
ANVL-ISIS-4.12 ISO/IEC 10589:1992(E), s8.4.2.2, p45, Receipt of L1 IIH PDUs
MUST Level 1 Adjacency
If the L1 I Ss maxi munAreaAddresses is not 3, then it will discard all
L1 LAN I1H w th non natchi ng maxi mumAr eaAddr esses val ue.
Debian 12: pass Debian 12: pass
ANVL-ISIS-4.13 ISO/IEC 10589:1992(E), s8.2.4.2, p38, IIH PDU processing
ISO/IEC 10589:1992(E), s8.4.2.2, p45, Receipt of L1 IIH PDUs
MUST .
Level 1 Adjacency
If the L1 IS only inplements a value of three for nmaxi numAreaAddr esses,
ISwll accept an L1 IIH even if it has a non-nmatching
maxi mumAr eaAddr esses val ue.
Debian 12: FAIL Debian 12: FAIL
ANVL-ISIS-4.14 ISO/IEC 10589:1992(E), s8.4.2.5.1, p45, New Adjacencies
MUST Level 1 Adjacency
When an L1 IS receives an L1 LAN IIH fromanother IS (R), then the
next L1 IIH generated by the IS wll include R
Debian 12: pass Debian 12: pass
ANVL-ISIS-4.15 ISO/IEC 10589:1992(E), s8.4.2.5.1, p45, New Adjacencies
MUST Level 1 Adjacency
When an L1 IS receives an L1 LANIIHwith its own entry, then it shall
create an adjacency.
Debian 12: pass Debian 12: pass
ANVL-ISIS-4.16 ISO/IEC 10589:1992(E), s8.4.2.5.2, p45, New Adjacencies
MUST Level 1 Adjacency
If a neighbour is not heard within the Holding Time, the L1 IS shall
purge it fromthe database.
Debian 12: pass Debian 12: pass
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10.5.0 2025-12-23
ANVL-ISIS-5.1 ISO/IEC 10589:1992(E), s7.2.4, p14, Links
MUST Level 2 Adjacency
I S di scover nei ghbours and formnms adj acenci es by exchangi ng
SIS Hell o PDUs.
Debian 12: pass Debian 12: pass
ANVL-ISIS-5.2 RFC 1195, s5.1, p33, Overview of ISIS PDUs
MUST Level 2 Adjacency
Hel | o packets are used to initialize and nmintain adjacenci es between
nei ghbouring | Ss.
Debian 12: pass Debian 12: pass
ANVL-ISIS-5.3 ISO/IEC 10589:1992(E), s8.4.2, p44, Broadcast subnetwork IIH PDUs
MUST Level 2 Adjacency
An L2 IS shall transnmit only L2 LAN || Hs.
Debian 12: pass Debian 12: pass
ANVL-ISIS-5.4 ISO/IEC 10589:1992(E), s8.4.2, p44, Broadcast subnetwork IIH PDUs
SHOULD Level 2 Adjacency
An L2 IIH sent by L2 IS should contain the nmanual Area Addresses and
LAN Addresses of L2 IS adjacenci es.
Debian 12: pass Debian 12: pass
ANVL-ISIS-5.5 ISO/IEC 10589:1992(E), s8.4.2, p44, Broadcast subnetwork IIH PDUs
MUST Level 2 Adjacency
An L2 IS shall transmit L2 LANIIHs to the nmulti-destination
address Al| L2l Ss.
Debian 12: pass Debian 12: pass
ANVL-ISIS-5.6 ISO/IEC 10589:1992(E), s8.4.2, p44, Broadcast subnetwork IIH PDUs
MUST Level 2 Adjacency
L2 1Ss shall listen on the multi-destination address All L2l Ss.
Debian 12: pass Debian 12: pass
ANVL-ISIS-5.7 ISO/IEC 10589:1992(E), s8.4.2, p44, Broadcast subnetwork IIH PDUs
MUST Level 2 Adjacency
L2 1Ss shall reject any L2 LAN IIH that doesn"t have the
destination as All L2l Ss.
Debian 12: FAIL Debian 12: FAIL
ANVL-ISIS-5.8 ISO/IEC 10589:1992(E), s8.4.2.1, p44, IIH PDU acceptance tests
SHOULD Level 2 Adjacency
If the IDLength of the L2 LANIIH is not equal to the value of the ISs
routi ngDorei nl DLength, it shoul d be di scarded.
Debian 12: pass Debian 12: pass
ANVL-ISIS-5.9 ISO/IEC 10589:1992(E), s8.4.2.5.1, p45, New Adjacencies
MUST Level 2 Adjacency

When an L2 IS receives an L2 LANIIH fromanother IS (R), then the
next L2 IIH generated by the IS will include R

Debian 12: pass Debian 12: pass
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ANVL-ISIS-5.10 ISO/IEC 10589:1992(E), s8.4.2.5.1, p45, New Adjacencies
MUST Level 2 Adjacency
When an L2 IS receives an L2 LANIIHwith its own entry, then it shall
create an adjacency.
Debian 12: pass Debian 12: pass
ANVL-ISIS-5.11 ISO/IEC 10589:1992(E), s8.4.2.5.2, p45, New Adjacencies
MUST Level 2 Adjacency
I f a neighbour is not heard within the Holding Tine, the L2 IS shall
purge it fromthe database.
Debian 12: pass Debian 12: pass
ANVL-ISIS-6.1 ISO/IEC 10589:1992(E), s8.4.2, p44, Broadcast subnetwork IIH PDUs
MUST Level 1 and Level 2 Adjacency
An L1/L2 IS shall create separate adjacencies on receipt of L1 and L2
LAN | I H.
Debian 12: pass Debian 12: pass
ANVL-ISIS-6.2 ISO/IEC 10589:1992(E), s8.4.2, p44, Broadcast subnetwork IIH PDUs
MUST Level 1 and Level 2 Adjacency
An L1/L2 IS shall transmt both L1 and L2 LAN || Hs.
Debian 12: pass Debian 12: pass
ANVL-ISIS-6.3 ISO/IEC 10589:1992(E), s8.4.2, p44, Broadcast subnetwork IIH PDUs
MUST Level 1 and Level 2 Adjacency
An L1/L2 IS shall listen on the nmulti-destination address AllL1lSs and
All'L2I Ss for L1 and L2 LAN I I Hs respectively.
Debian 12: pass Debian 12: pass
ANVL-ISIS-6.4 ISO/IEC 10589:1992(E), s8.4.2, p44, Broadcast subnetwork IIH PDUs
MUST Level 1 and Level 2 Adjacency
An L1/L2 1S shall reject any LAN || H that doesn"t have the destination
as AlIL1lISs or AllL2ISs.
Debian 12: FAIL Debian 12: FAIL
ANVL-ISIS-7.1 ISO/IEC 10589:1992(E) s7.2.3 p14 Broadcast subnetwork
RFC 1195 s4.3 p31 Designated routers and Pseudonodes
MUST .
Level 1 Designated Routers and Pseudonodes
El ection process of level 1 designated IS is done by verifying
priority field in the IlH
Debian 12: pass Debian 12: pass
ANVL-ISIS-7.2 ISO/IEC 10589:1992(E) s7.2.3 p14 Broadcast subnetwork
RFC 1195 s4.3 p31 Designated routers and Pseudonodes
MUST

Level 1 Designated Routers and Pseudonodes
El ection process of level 1 designated IS is done by verifying
priority field in the IlH

Debian 12: FAIL

Debian 12: pass
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ANVL-ISIS-7.3

MUST

ISO/IEC 10589:1992(E) s7.2.3 p14 Broadcast subnetwork
RFC 1195 s4.3 p31 Designated routers and Pseudonodes

Level 1 Designated Routers and Pseudonodes
El ection process of level 1 designated IS is done by verifying
priority field in the IlH and the MAC address

Debian 12: pass Debian 12: pass

ANVL-ISIS-7.4

MUST

ISO/IEC 10589:1992(E) s7.2.3 p14 Broadcast subnetwork
RFC 1195 s4.3 p31 Designated routers and Pseudonodes

Level 1 Designated Routers and Pseudonodes
El ection process of level 1 designated IS is done by verifying
priority field in the IlH and the MAC address

Debian 12: FAIL Debian 12: pass

ANVL-ISIS-7.5

MUST

ISO/IEC 10589:1992(E) s8.4.5 p46 LAN designated IS

Level 1 Designated Routers and Pseudonodes
An L1 IS becones an L1 Designated IS, it shall transmt L1
pseudonode LSP

Debian 12: pass Debian 12: pass

ANVL-ISIS-7.6

MUST

ISO/IEC 10589:1992(E) s8.4.5 p47 LAN designated ISs

Level 1 Designated Routers and Pseudonodes
An L1 IS shall transmt L1 LANIIHs with the LANID field set to
LAN I D of the designated L1 IS

t he

Debian 12: pass Debian 12: pass

ANVL-ISIS-8.1

MUST

ISO/IEC 10589:1992(E) s7.2.3 p14 Broadcast subnetwork
RFC 1195 s4.3 p31 Designated routers and Pseudonodes

Level 2 Designated Routers and Pseudonodes
El ection process of |level 2 designated IS is done by verifying
priority field in the IlIH

Debian 12: pass Debian 12: pass

ANVL-ISIS-8.2

MUST

ISO/IEC 10589:1992(E) s7.2.3 p14 Broadcast subnetwork
RFC 1195 s4.3 p31 Designated routers and Pseudonodes

Level 2 Designated Routers and Pseudonodes
El ection process of level 2 designated IS is done by verifying
priority field in the IIH

Debian 12: FAIL

Debian 12: pass

ANVL-ISIS-8.3

MUST

ISO/IEC 10589:1992(E) s7.2.3 p14 Broadcast subnetwork
RFC 1195 s4.3 p31 Designated routers and Pseudonodes

Level 2 Designated Routers and Pseudonodes
El ection process of level 2 designated IS is done by verifying
priority field in the IIH and the MAC address

Debian 12: pass Debian 12: pass

ANVL-ISIS-8.4

MUST

ISO/IEC 10589:1992(E) s7.2.3 p14 Broadcast subnetwork
RFC 1195 s4.3 p31 Designated routers and Pseudonodes

Level 2 Designated Routers and Pseudonodes
El ection process of level 2 designated IS is done by verifying
priority field in the IIH and the MAC address

Debian 12: FAIL Debian 12: pass
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ANVL-ISIS-8.5 ISO/IEC 10589:1992(E) s8.4.5 p46 LAN designated IS
MUST Level 2 Designated Routers and Pseudonodes
An L2 | S beconmes an L2 Designated I1S,it shall transmt L2
pseudonode LSP
Debian 12: pass Debian 12: pass
ANVL-ISIS-8.6 ISO/IEC 10589:1992(E) s8.4.5 p47 LAN designated ISs
MUST Level 2 Designated Routers and Pseudonodes
An L2 IS shall transmit L2 LANIIHs with the LANID field set to the
LAN I D of the designated L2 IS
Debian 12: pass Debian 12: pass
ANVL-ISIS-9.1 ISO/IEC 10589:1992(E) s8.4.2.1 p44 IIH PDU Acceptance Tests
RFC 1195 s3.9 p25 Authentication
MUST . . . .
Level 1 LAN Circuit Authentication
If authentication is enabled on a circuit and the received L1 LAN |1 H
doesn"t contain the authentication information field, the L1 IS shall
di scard the PDU
Debian 12: pass Debian 12: pass
ANVL-ISIS-9.2 ISO/IEC 10589:1992(E) s8.4.4 p46 Transmission of LAN IIH PDUs
RFC 1195 s3.9 p25 Authentication
MUST . ) . .
Level 1 LAN Circuit Authentication
An L1 IS will include authentication information of type Password
containing the circuitTransm t Password as the authentication value in
its L1 LANIIH PDU if authentication is enabled on the circuit
Debian 12: pass Debian 12: pass
ANVL-ISIS-9.3 ISO/IEC 10589:1992(E) s8.4.2.1 p45 IIH PDU Acceptance Tests
RFC 1195 s3.9 p25 Authentication
MUST ! . . .
Level 1 LAN Circuit Authentication
If authentication is enabled on a circuit and the received L1 LAN IIH
contains authentication informati on of type Password, and if this
Password mat ches any of the circuitReceivePasswords, then the L1 IS
accepts the PDU
Debian 12: pass Debian 12: pass
ANVL-ISIS-9.4 ISO/IEC 10589:1992(E) s8.4.2.1 p45 IIH PDU Acceptance Tests
RFC 1195 s3.9 p25 Authentication
MUST . ) . .
Level 1 LAN Circuit Authentication
If authentication is enabled on a circuit and the received L1 LAN IIH
contains authentication informati on of type Password, and if this
Password does not nmatch any of the circuitRecei vePasswords, then
the L1 IS discards the PDU
Debian 12: pass Debian 12: pass
ANVL-ISIS-9.5 ISO/IEC 10589:1992(E) s8.4.2.1 p45 IIH PDU Acceptance Tests
RFC 1195 s3.9 p25 Authentication
MUST

Level 1 LAN Circuit Authentication

I f authentication is enabled on a circuit and the received L1 LAN

Il H contains authentication information of a type that the IS doesn"t
i mpl enent, then the IS discards the PDU

Debian 12: pass Debian 12: pass

Test Report created at 2026-01-02 21:51:57 UTC

Page 13 of 23



“-Holo

RFC Compliance Test Report

ISIS Results

Testing done using Ixia IXANVL
RFC Compliance Tester by

netlER

Network Device Education Foundation

FRRouting Holo
10.5.0 2025-12-23
ANVL-ISIS-10.1 ISO/IEC 10589:1992(E) s8.4.2.1 p45 IIH PDU Acceptance Tests
RFC 1195 s3.9 p25 Authentication
MUST . ) . .
Level 2 LAN Circuit Authentication
If authentication is enabled on a circuit and the received L2 LAN IIH
doesn”t contain the authentication information field, the L2 |S shall
di scard the PDU
Debian 12: pass Debian 12: pass
ANVL-ISIS-10.2 ISO/IEC 10589:1992(E) s8.4.4 p46 Transmission of LAN IIH PDUs
RFC 1195 s3.9 p25 Authentication
MUST
Level 2 LAN Circuit Authentication
An L2 IS will include authentication information of type Password
containing the circuitTransm t Password as the authentication value in
its L2 LANIIH PDU if authentication is enabled on the circuit
Debian 12: pass Debian 12: pass
ANVL-ISIS-10.3 ISO/IEC 10589:1992(E) s8.4.2.1 p45 IIH PDU Acceptance Tests
RFC 1195 s3.9 p25 Authentication
MUST ] . . .
Level 2 LAN Circuit Authentication
If authentication is enabled on a circuit and the received L2 LAN | IH
contains authentication information of type Password, and if this
Password mat ches any of the circuitRecei vePasswords, then the L2 IS
accepts the PDU
Debian 12: pass Debian 12: pass
ANVL-ISIS-10.4 ISO/IEC 10589:1992(E) s8.4.2.1 p45 IIH PDU Acceptance Tests
RFC 1195 s3.9 p25 Authentication
MUST
Level 2 LAN Circuit Authentication
If authentication is enabled on a circuit and the received L2 LAN | IH
contains authentication informati on of type Password, and if this
Password does not match any of the circuitRecei vePasswords, then
the L2 IS discards the PDU
Debian 12: pass Debian 12: pass
ANVL-ISIS-10.5 ISO/IEC 10589:1992(E) s8.4.2.1 p45 IIH PDU Acceptance Tests
RFC 1195 s3.9 p25 Authentication
MUST ! ) . .
Level 2 LAN Circuit Authentication
|f authentication is enabled on a circuit and the received L2 LAN
Il H contains authentication information of a type that the IS doesn"t
i npl ement, then the IS discards the PDU
Debian 12: pass Debian 12: pass
ANVL-ISIS-11.1 ISO/IEC 10589:1992(E) s7.3.2 p19-p20 Generation of local link state
information
MUST
Peri odic LSP CGeneration
The update process is responsible for generating Link State PDUs
under the follow ng circuntances.
- Upon Tiner Expiration (LSPGenerationTimer)
Debian 12: pass Debian 12: pass
ANVL-ISIS-11.2 ISO/IEC 10589:1992(E) s7.3.5 p21 Periodic LSP Generation
MUST Periodic LSP Generation

The Internmediate System shall regenerate
of atnpst maxi mum LSPGener ation interval

every LSP at intervals

Debian 12: pass

Debian 12: pass
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ANVL-ISIS-11.3 ISO/IEC 10589:1992(E) s7.3.5 p21 Periodic LSP Generation
MUST Periodic LSP Generation
The Internediate System shall regenerate every LSP at intervals
of atnost maxi mum LSPGeneration interval
Debian 12: pass Debian 12: pass
ANVL-ISIS-11.4 ISO/IEC 10589:1992(E) s7.3.16.1 p29 Sequence number
SHOULD Periodic LSP Generation
When the sequence nunber reaches the Sequence Mdul us, the routing
nodul e shoul d be disabled for a period of at |east MaxAge +
Zer oAgelLi feti me
ANVL-ISIS-11.5 ISO/IEC 10589:1992(E) s7.3.16.3-4 p29 Remaining LifeTime Field & LSP
Expiration synchronization
MUST
Periodic LSP Generation
If the Remaining LifeTine field of the received LSP is zero
the systemshall purge that LSP fromits database and synchroni zes
by flooding an expired LSP
ANVL-ISIS-11.6 ISO/IEC 10589:1992(E) s7.3.16.3-4 p29 Remaining LifeTime Field & LSP
Expiration synchronization
MUST
Periodic LSP CGeneration
If the Remaining LifeTinme field of the received LSP is zero
the systemshall purge that LSP fromits database and synchronizes
by flooding an expired LSP
Debian 12: unpredict Debian 12: pass
ANVL-ISIS-11.7 ISO/IEC 10589:1992(E) s7.3.2 p19-p20 Generation of local link state
information
MUST L ]
Periodi c LSP CGeneration
The update process is responsi ble for generating Link State PDUs
under the follow ng circuntances.
- Upon Tinmer Expiration (LSPGenerationTi nmer)
Debian 12: pass Debian 12: pass
ANVL-ISIS-11.8 ISO/IEC 10589:1992(E) s7.3.16.1 p29 Sequence number
SHOULD Periodic LSP Generation
When the sequence nunber reaches the Sequence Mdul us, the routing
nodul e shoul d be disabled for a period of at |east MaxAge +
Zer oAgeli fetime
ANVL-ISIS-17.1 RFC 1195 S3.5 P23 Type of Service Routing
MUST Type of Service Routing

If there is no path fromsource to destination nmade up of routers,
whi ch supports that particular type of service, then the packet will
forwarded using default netric

Debian 12: pass Debian 12: pass
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ANVL-ISIS-17.2 ISO/IEC 10589:1992(E) S7.3.4 P21 Multiple LSPs
MUST Type of Service Routing

If an LSP beconmes enpty because of all the adjacencies reported

in that LSP no | onger exists, an | S may purge that LSP instead

of re-issuing it

Debian 12: pass Debian 12: pass

ANVL-ISIS-17.3 RFC 1195 s5.3.4 P42 Level 1 Link State PDU
MUST Type of Service Routing

Bit 8 of DEFAULT METRIC is reserved and nust be set to zero

on transm ssi on

Debian 12: pass

Debian 12: pass

ANVL-ISIS-17.4

RFC 1195 s5.3.4 P42 Level 1 Link State PDU

MUST Type of Service Routing
Bit 7 of DEFAULT METRIC field (marked I/E) nmust be set to zero
indicating internal netric
Debian 12: pass Debian 12: pass
ANVL-ISIS-17.5 ISO/IEC 10589:1992(E) s7.2.8.1 p15 Computing routes through overloaded
Intermediate systems
MUST . .
Type of Service Routing
The Decision Process shall not utilise a link to an Internedi ate
syst em nei ghbour froman IS whose LSPs have the LSP Dat a- base
Overl oad indication set.
Debian 12: pass Debian 12: pass
ANVL-ISIS-17.7 RFC 1195 S3.5 P23 Type of Service Routing
MUST Type of Service Routing
If there is no path fromsource to destination nade up of routers,
whi ch supports that particular type of service, then the packet will
forwarded using default metric
Debian 12: pass Debian 12: pass
ANVL-ISIS-17.8 ISO/IEC 10589:1992(E) S7.3.4 P21 Multiple LSPs
MUST Type of Service Routing
If an LSP beconmes enpty because of all the adjacencies reported
in that LSP no I onger exists, an IS may purge that LSP instead
of re-issuing it
Debian 12: pass Debian 12: pass
ANVL-ISIS-17.9 RFC 1195 s5.3.5 P45 Level 2 Link State PDU
MUST Type of Service Routing

Bit 8 of DEFAULT METRIC is reserved and nust be set to zero

on transm ssi on

Debian 12: pass

Debian 12: pass

ANVL-ISIS-17.10

MUST

RFC 1195 s5.3.4 P45 Level 2 Link State PDU

Type of Service Routing
Bit 7 of DEFAULT METRIC field (marked I/ E) nust
indicating internal netric

be set to zero

Debian 12: pass

Debian 12: pass
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ANVL-ISIS-17.11 ISO/IEC 10589:1992(E) s7.2.8.1 p15 Computing routes through overloaded
Intermediate systems
MUST . .
Type of Service Routing
The Deci sion Process shall not utilise alink to an Intermedi ate
syst em nei ghbour froman IS whose LSPs have the LSP Dat a- base
Overl oad indication set.
Debian 12: pass Debian 12: unpredict
ANVL-ISIS-18.1 ISO/IEC 10589:1992(E) S7.2.5 P14 Multiple LSPs for the same system
MUST Propagati on of LSPs
The following information shall be taken only fromLSP with LSP
nunber zero and disregarded if the LSP number is non-zero
1. The setting of the LSP Database Overload bit
2. The value of the IS Type field
3. The Area Addresses option field
Debian 12: pass Debian 12: FAIL
ANVL-ISIS-18.2 ISO/IEC 10589:1992(E) S7.3 P19 Update process
MUST Propagati on of LSPs
The update process is responsi ble for generating and propagating
Link State information reliably throughout the routing donain
Debian 12: pass Debian 12: pass
ANVL-ISIS-18.3 ISO/IEC 10589:1992(E) S7.3.2 P19-20 Generation of local link state "
information
MUST .
Propagation of LSPs
The update process is responsible for generating Link State PDUs
under the follow ng circunstances:
- When notified by the subnetwork dependent functions of an
adj acency dat abase change
Debian 12: pass Debian 12: FAIL
ANVL-ISIS-18.4 ISO/IEC 10589:1992(E) S7.3.8 P22 Generation of level 1 pseudonode LSPs
MUST Propagati on of LSPs
The Area Addresses option will not be present when an IS generates
a level 1 Link State PDU on behal f of pseudonode
Debian 12: pass Debian 12: unpredict
ANVL-ISIS-18.5 ISO/IEC 10589:1992(E) S7.3.15.1 P24-25 Action on receipt of Link state
PDU
MUST .
Propagation of LSPs
If this is alevel 1 LSP and the Maxi mum Area Address field is not
equal to the value of the |Ss Maxi num Area Address then the PDU shall
be di scarded
Debian 12: pass Debian 12: pass
ANVL-ISIS-18.6 ISO/IEC 10589:1992(E) s7.3.14.1 p23 Propagation of LSPs
MUST Propagati on of LSPs
Duplicate PDUs are detected and dropped
Debian 12: pass Debian 12: pass
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ANVL-ISIS-18.7 ISO/IEC 10589:1992(E) s7.3.14.2 p24 Propagation ofLSPs
MUST Propagati on of LSPs

Level 1 Link State PDUs shall be propagated on circuits, which have

at | east one Level 1 adjacency

Debian 12: pass Debian 12: pass

ANVL-ISIS-18.8 ISO/IEC 10589:1992(E), s7.3.14.2, p24, Propagation of LSPs
MUST Propagation of LSPs

When propagating a L1 LSP on a broadcast subnetwork, the IS shall
transmt to the nmulti-destination Address Al L1IS.

Debian 12: pass Debian 12: pass

ANVL-ISIS-18.9

MUST

ISO/IEC 10589:1992(E) s7.3.14.2 p24 Propagation of LSPs

Pr opagati on of LSPs

When an Intermedi ate Systemreceives a LSP ol der than the

one stored in the database, the stored |ink state PDU needs to
be sent on the link formwhich the ol der one was received

Debian 12: pass Debian 12: pass

ANVL-ISIS-18.10

MUST

ISO/IEC 10589:1992(E) S7.3.16.3 P29 Remaining Lifetime Field

Pr opagati on of LSPs

When the source generates a link state PDU,it shall set the Renaining
Lifetine to MaxAge. Before transmtting a link state PDU to a nei ghbour,
a systemshall decrenent the Remaining Lifetinme

Debian 12: pass Debian 12: pass

ANVL-ISIS-18.12

MUST

RFC 1195 S3.1 P15 Exchange of routing information

Propagati on of LSPs
Level 1 routers need to know what | P address are reachable from
each level 1 router in their area

Debian 12: pass Debian 12: pass

ANVL-ISIS-18.13

MUST

RFC 1195 S3.7 P24 IP-Only Operation

Propagation of LSPs

Sone of the VARI ABLE LENGTH fields fromIS-1S |ink packet must be
omtted for IP only routers

- The End System Nei ghbours entries are omtted

- The Prefix Neighbours entries are omtted

Debian 12: pass

Debian 12: pass

ANVL-ISIS-19.1

MUST

ISO/IEC 10589:1992(E) S7.2.5 P14 Multiple LSPs for the same system

Generation of Local Link State Information

The following information shall be taken only fromLSP with LSP
number zero and disregarded if the LSP number is non-zero

1. The setting of the LSP Database Overload bit

2. The value of the IS Type field

3. The Area Addresses option field

Debian 12: pass Debian 12: unpredict
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ANVL-ISIS-19.2 ISO/IEC 10589:1992(E) S7.3 P19 Update process
MUST CGeneration of Local Link State Information
The update process is responsi ble for generating and propagating
Link State information reliably throughout the routing donmain
Debian 12: pass Debian 12: pass
ANVL-ISIS-19.3 ISO/IEC 10589:1992(E) S7.3.2 P19-20 Generation of local link state "
information
MUST ) . .
Generation of Local Link State Information
The update process is responsible for generating Link State PDUs
under the follow ng circunstances:
- When notified by the subnetwork dependent functions of an
adj acency dat abase change
Debian 12: pass Debian 12: FAIL
ANVL-ISIS-19.4 ISO/IEC 10589:1992(E) S7.3.8 P22 Generation of level 2 pseudonode LSPs
MUST CGeneration of Local Link State Information
The Area Addresses option will not be present when an IS generates
a level 2 Link State PDU on behal f of pseudonode
Debian 12: pass Debian 12: FAIL
ANVL-ISIS-19.5 ISO/IEC 10589:1992(E) S7.3.15 P24-25 Action on receipt of Link state
PDU
MUST ) . .
Generation of Local Link State Information
If this is a level 2 LSP and the Maxi mum Area Address field is not
equal to the value of the |Ss Maxi num Area Address then the PDU shall
be di scarded
Debian 12: pass Debian 12: pass
ANVL-ISIS-19.6 ISO/IEC 10589:1992(E) s7.3.14.1 p23 Propagation of LSPs
MUST CGeneration of Local Link State Information
Duplicate PDUs are detected and dropped
Debian 12: pass Debian 12: pass
ANVL-ISIS-19.7 ISO/IEC 10589:1992(E) s7.3.14.2 p24 Propagation ofLSPs
MUST CGeneration of Local Link State Information
Level 2 Link State PDUs shall be propagated on circuits, which have
at | east one Level 2 adjacency
Debian 12: pass Debian 12: pass
ANVL-ISIS-19.8 ISO/IEC 10589:1992(E), s7.3.14.2, p24, Propagation of LSPs
MUST Generation of Local Link State Information
When propagating a L2 LSP on a broadcast subnetwork, the IS shall
transmt to the nulti-destination Address Al L2IS.
Debian 12: pass Debian 12: pass
ANVL-ISIS-19.9 ISO/IEC 10589:1992(E) s7.3.14.2 p24 Propagation of LSPs
MUST Ceneration of Local Link State Information

When an Internmedi ate Systemreceives a LSP ol der than the
one stored in the database, the stored |ink state PDU needs to
be sent on the link formwhich the ol der one was received

Debian 12: pass Debian 12: pass
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ANVL-ISIS-19.10

MUST

ISO/IEC 10589:1992(E) s7.3.15.1 p24 Action on receipt of a link state
PDU

Generation of Local Link State Information
If the ID Length of the PDUis not equal to the value of the
| Ss routingDomai nl SLength, the PDU shall be di scarded

Debian 12: pass Debian 12: pass

ANVL-ISIS-19.11

MUST

ISO/IEC 10589:1992(E) S7.3.16.3 P29 Remaining Lifetime Field

Generation of Local Link State Information

When the source generates a link state PDU,it shall set the Remmining
Lifetine to MaxAge. Before transnmitting a link state PDU to a nei ghbour,
a system shall decrenent the Remaining Lifetinme

Debian 12: pass Debian 12: pass

ANVL-ISIS-19.13

MUST

RFC 1195 S3.2 P17 Exchange of routing information

Ceneration of Local Link State Information
Level 2 routers need to know what | P address are reachable from
each level 2 router in their area

Debian 12: pass Debian 12: pass

ANVL-ISIS-19.14

RFC 1195 S3.7 P25 IP-Only Operation

Ceneration of Local Link State Information

MUST
Sorme of the VARI ABLE LENGTH fields fromIS-1S |ink packet must be
omitted for IP only routers
- The End System Nei ghbours entries are omtted
- The Prefix Neighbours entries are omtted
Debian 12: pass Debian 12: pass
ANVL-ISIS-20.1 ISO/IEC 10589:1992(E) s7.3.16.1 p28 sequence numbers
MUST Level 1 LSP Sequence Nunbers
When a systeminitializes, it shall start with sequence nunber
with 1 for its own Link State PDUs:
Debian 12: FAIL Debian 12: FAIL
ANVL-ISIS-20.2 ISO/IEC 10589:1992(E) s7.3.16.1 p28 sequence numbers
SHOULD Level 1 LSP Sequence Nunbers
The sequence nunber of any actually generated Link State PDU
shoul d not be zero
Debian 12: pass Debian 12: pass
ANVL-ISIS-20.3 ISO/IEC 10589:1992(E) s7.3.16.1 p29 sequence numbers
MUST Level 1 LSP Sequence Nunbers
Updat e sequence nunber dependi ng on the sequence nunber received from
systemin the domain
Debian 12: pass Debian 12: pass
ANVL-ISIS-20.4 ISO/IEC 10589:1992(E) s7.3.16.2 p29 LSP confusion
MUST Level 1 LSP Sequence Nunbers

I f the sequence nunbers match, but checksunms do not and the LSP is not
generated by the local system then store the LSP with zero Renmi ni ng
Lifetinme, and flood the LSP

Debian 12: pass Debian 12: pass
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ANVL-ISIS-21.1

MUST

ISO/IEC 10589:1992(E) s7.3.16.1 p28 sequence numbers

Level 2 LSP Sequence Nunbers
When a systeminitializes, it shall start with sequence nunber
with 1 for its own Link State PDUs

Debian 12: FAIL Debian 12: FAIL

ANVL-ISIS-21.2

SHOULD

ISO/IEC 10589:1992(E) s7.3.16.1 p29 sequence numbers

Level 2 LSP Sequence Numbers
The sequence nunber of any actually generated Link State PDU
shoul d not be zero:

Debian 12: pass Debian 12: pass

ANVL-ISIS-21.3

MUST

ISO/IEC 10589:1992(E) s7.3.16.1 p29 sequence numbers

Level 2 LSP Sequence Nunbers
Updat e sequence nunber dependi ng on the sequence nunber received from
systemin the domain

Debian 12: pass Debian 12: pass

ANVL-ISIS-21.4

ISO/IEC 10589:1992(E) s7.3.16.2 p29 LSP confusion

MUST Level 2 LSP Sequence Nunbers
I f the sequence nunbers match, but checksuns do not and the LSP is not
generated by the local system then store the LSP with zero Renmi ni ng
Lifetine, and flood the LSP
Debian 12: pass Debian 12: pass
ANVL-ISIS-24.1 ISO/IEC 10589:1992(E) s7.3.19.1 p31 Entering the waiting state
MUST Waiting State
When an LSP cannot be stored, the LSP shall be ignored and waiting
State will be entered
Debian 12: FAIL Debian 12: pass
ANVL-ISIS-24.2 ISO/IEC 10589:1992(E) s7.3.19.1 p31 Entering the waiting state
MUST Waiting State
When an LSP cannot be stored, the LSP shall be ignored and waiting
State will be entered
Debian 12: pass Debian 12: pass
ANVL-ISIS-25.2 RFC3719 Section 2.1 Page 3 " MaxAge"
SHOULD | SI SUpdate - RFC 3719
MaxAge SHOULD exceed maxi munmLSPCenerati onl nterval by atleast 300 seconds
Note: Verify the RemainingLifeTi me of the Packet
Debian 12: FAIL Debian 12: pass
ANVL-ISIS-25.3 RFC3719 Section 2.2 Page 4 " ISISHoldingMultiplier"
MAY | SI SUpdate - RFC 3719

An inplenentation MAY all ow | SI SHol di ngMul tiplier to be configurable.

Debian 12: pass Debian 12: pass
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ANVL-ISIS-25.4 RFC3719 Section 3.1 Page 4 " ID Length"
MUST | SI SUpdate - RFC 3719
An inpl enentati on MIUST use an |ID Length of 6.
Debian 12: pass Debian 12: pass

ANVL-ISIS-25.5 RFC3719 Section 3.1 Page 4 " ID Length"
MUST | SI SUpdate - RFC 3719

If a router encounters a PDUwith an ID Length different fromO or 6,
section 7.3.15.a.2 dictates that it MJST discard the PDU

Debian 12: pass Debian 12: pass
ANVL-ISIS-25.6 RFC3719 Section 3.2 Page 5 "maximumAreaAddresses”
SHOULD | SI SUpdate - RFC 3719
An inpl enentati on SHOULD use the val ue 3.
Debian 12: FAIL Debian 12: FAIL
ANVL-ISIS-25.7 RFC3719 Section 3.2 Page 5 " maximumAreaAddresses"
MUST | SI SUpdate - RFC 3719

If a router receives a PDU with maxi numAr eaAddresses that is not 0 or 3,
it MUST discard the PDU, as described in section 7.3.15.a.3

Debian 12: pass Debian 12: pass
ANVL-ISIS-25.8 RFC3719 Section 3.3 Page 5 " Protocol Version"
MUST | SI SUpdate - RFC 3719
If a router receives a PDU with a value other than 1 for either field, it

MUST
drop the packet.
Note: Verify the Version field

Debian 12: pass Debian 12: pass
ANVL-ISIS-25.9 RFC3719 Section 3.3 Page 5 " Protocol Version"
MUST | SI SUpdate - RFC 3719
If a router receives a PDUwith a value other than 1 for either field, it

MUST
drop the packet.
Note: Verify the Version/Protocol IDfield

Debian 12: pass Debian 12: pass
ANVL-ISIS-25.23 RFC3719 Section 11 Page 11 "Doppelganger LSPs"
MUST | SI SUpdate - RFC 3719

A conplete set of CSNPs is a set whose Start LSPID and End
LSPI D ranges cover the conpl ete possible range of LSPI Ds.
(i.e., there is no possible LSPID val ue which does not appear
within the range of one of the CSNPs in the set).

Debian 12: pass Debian 12: pass
ANVL-ISIS-26.2 RFC3719 Section 2.1 Page 3 " MaxAge"
SHOULD | SI SUpdate - RFC 3719 Part 2

MaxAge SHOULD exceed nexi mumLSPGenerationlnterval by atleast 300 seconds
Note: Verify the RemminingLifeTime of the Packet

Debian 12: FAIL Debian 12: pass
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ANVL-ISIS-26.3 RFC3719 Section 2.2 Page 4 " ISISHoldingMultiplier"
MAY | SI SUpdate - RFC 3719 Part 2
An inplenentation MAY all ow | Sl SHol di ngMul tiplier to be configurable.
Debian 12: pass Debian 12: pass
ANVL-ISIS-26.4 RFC3719 Section 3.1 Page 4 " ID Length"
MUST | SI SUpdate - RFC 3719 Part 2
An inpl enentati on MIUST use an |ID Length of 6.
Debian 12: pass Debian 12: pass
ANVL-ISIS-26.5 RFC3719 Section 3.1 Page 4 " ID Length"
MUST | SI SUpdate - RFC 3719 Part 2
If a router encounters a PDUwith an ID Length different fromO or 6,
section 7.3.15.a.2 dictates that it MJST discard the PDU
Debian 12: pass Debian 12: pass
ANVL-ISIS-26.8 RFC3719 Section 3.3 Page 5 " Protocol Version"
MUST | SI SUpdate - RFC 3719 Part 2
If a router receives a PDUw th a value other than 1 for either field, it
MUST
drop the packet.
Note: Verify the Version field
Debian 12: pass Debian 12: pass
ANVL-ISIS-26.9 RFC3719 Section 3.3 Page 5 " Protocol Version"
MUST | SI SUpdate - RFC 3719 Part 2

If a router receives a PDU with a value other than 1 for either field,

MUST
drop the packet.

Note: Verify the Version/Protocol IDfield

it

Debian 12: pass Debian 12: pass

ANVL-ISIS-26.23

MUST

RFC3719 Section 11 Page 11 "Doppelganger LSPs"

| SI SUpdate - RFC 3719 Part 2

A conplete set of CSNPs is a set whose Start LSPID and End
LSPI D ranges cover the conpl ete possible range of LSPI Ds.
(i.e., there is no possible LSPID val ue which does not appear
wi thin the range of one of the CSNPs in the set).

Debian 12: pass Debian 12: pass
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