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ANVL-OSPF-1.1

MUST

ANVL Setup Validation Test

Test Setup
Val i date OSPF Hel | o packet from DUT.

Debian 12: pass Debian 12: pass

ANVL-OSPF-1.6

MUST

RFC 2328 Section 12

Test Setup

The collection of LSAs forns the |ink-state database.

Each separate type of LSA has a separate function.

Rout er - LSAs and networ k- LSAs descri be how an area"s routers
and networks are interconnected. Sunmary-LSAs provide a way
of condensing an area"s routing information. AS-external-LSAs
provide a way of transparently advertising externally-derived
routing information throughout the Autonomous System

Note: ANVL Setup Validation Test

Debian 12: pass Debian 12: pass

ANVL-OSPF-2.1

MUST

RFC 1583, s13.3 p132 Next step in the flooding procedure
(see also sA.3.5 p179)
RFC 2328, s13.3 p148 Next step in the flooding procedure
(see also sA.3.5 p199)

OSPF Fl oodi ng
Validate Link State Update packet format.

Debian 12: pass Debian 12: pass

ANVL-OSPF-2.2

MUST

RFC 1583, s13.3 p131 Next step in the flooding procedure
(see also s4.2 p35 and s12.1.3 p103)
RFC 2328, s13.3 p148 Next step in the flooding procedure
(see also s4.2 p41 and s12.1.3 p117)

OSPF Fl oodi ng

AS external |ink advertisements are not flooded into/throughout stub

ar eas.

Debian 12: pass Debian 12: pass

ANVL-OSPF-2.3

MUST

RFC 1583, s13.3 p132 Next step in the flooding procedure
RFC 2328, s13.3 p149 Next step in the flooding procedure

OSPF Fl oodi ng
If a neighbor is in a lesser state than Exchange, it does not
participate in flooding.

Debian 12: pass Debian 12: pass

ANVL-OSPF-2.4

MUST

RFC 1583, s13.3 p132 Next step in the flooding procedure
RFC 2328, s13.3 p149 Next step in the flooding procedure

OSPF Fl oodi ng
Verify that advertisenents for neighbors in state Exchange
who appear on the Link State Request |ist are processed correctly

Debian 12: pass Debian 12: pass
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ANVL-OSPF-2.5

MUST

RFC 1583, s13 p127 The Flooding Procedure
RFC 2328, s13 p144 The Flooding Procedure

OSPF Fl oodi ng

If a new advertisenent was received froma nei ghbor such that
the receiving interface is DR and sender is not BDR, then the
advertisenent nmust be flooded back out the receiving interface.

Debian 12: pass Debian 12: pass

ANVL-OSPF-2.6

MUST

RFC 1583, s13.3 p133 The Flooding Procedure
RFC 2328, s13.3 p150 The Flooding Procedure

OSPF Fl oodi ng
Do not flood an advertisenent back to an interface if it was received
fromthe Designated Router or the Backup Desi gnated Router

Debian 12: pass Debian 12: pass

ANVL-OSPF-2.7

MUST

RFC 1583, s13.3 p133 Next step in the flooding procedure
RFC 2328, s13.3 p150 Next step in the flooding procedure

OSPF Fl oodi ng
Do not flood a new advertisenent back onto the receiving interface
if that interface is in state Backup

Debian 12: pass Debian 12: pass

ANVL-OSPF-2.8

MUST

RFC 1583, s13.3 p133 Next step in the flooding procedure
(see also s12.1.1 p101 and s14 p139)
RFC 2328, s13.3 p150 Next step in the flooding procedure
(see also s12.1.1 p116 and s14 p156)

OSPF Fl oodi ng
The LS age field nust be incremented by InfTransDel ay on every hop of
the fl oodi ng procedure.

Debian 12: pass Debian 12: pass

ANVL-OSPF-2.9

MUST

RFC 1583, s13.3 p133-134 Next step in the flooding procedure
(see also s7.3 p47 and s8.1 p51)
RFC 2328, s13.3 p150-151 Next step in the flooding procedure
(see also s7.3 p54 and s8.1 p58)

OSPF Fl oodi ng
The Designated Router and its Backup send Link State Update packets to
the multicast address Al |l SPFRout ers.

Debian 12: pass Debian 12: pass

ANVL-OSPF-2.10

MUST

RFC 1583, s13.3 p134 Next step in the flooding procedure
(see also s8.1 p51)
RFC 2328, s13.3 p151 Next step in the flooding procedure
(see also s8.1 p58)

OSPF Fl oodi ng
Al'l routers other than the Designated Router and its Backup send their
Link State Update packets to the nulticast address All DRouters.

Debian 12: pass Debian 12: pass

ANVL-OSPF-2.11

SHOULD

NEGATIVE: RFC 1583, s13.3 p133 Next step in the flooding procedure
NEGATIVE: RFC 2328, s13.3 p150 Next step in the flooding procedure

OSPF Fl oodi ng
DUT shoul d i gnore unexpected Link State Ack during adjacency
establ i shrent.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-2.12 RFC 2328, s13 p145 The flooding procedure

MUST OSPF Fl oodi ng
When a received LSA instance is |ess recent than a router"s current
dat abase copy, the router will respond by flooding back its DB copy.

Debian 12: pass Debian 12: FAIL
ANVL-OSPF-2.13 RFC 2328, s10.6 p100 Receiving Database Description Packets
MUST OSPF Fl oodi ng
Dupl i cat e Dat abase Description packets are discarded by the master.
Debian 12: pass Debian 12: pass
ANVL-OSPF-2.14 RFC 2328, s10.6 p100 Receiving Database Description Packets
MUST OSPF Fl oodi ng

Dupl i cat e Dat abase Description packets cause the slave to retransnit
the | ast Database Description packet that it had sent.

Debian 12: pass Debian 12: pass
ANVL-OSPF-2.15 RFC 2328, s10.6 p99 Receiving Database Description Packets
MUST OSPF Fl oodi ng

If the Interface MU field in a Database Description packet is |arger
than the router can accept without franmentation, then it is rejected.

Debian 12: pass Debian 12: pass
ANVL-OSPF-3.1 RFC 1583, s11.1 p96 Routing table lookup
RFC 2328, s11.1 p111 Routing table lookup
MUST .
OSPF Routing Tabl e Lookups
This routing table entry then provides the outgoing interface
and next hop router to use in forwardi ng the packet.
(NOTE: Here we are testing the DUT forwards | P packet to the
correct interface and next hop based on an entry in the
OSPF routing table.)
Debian 12: pass Debian 12: pass
ANVL-OSPF-3.2 RFC 1583, s11.1 p96 Routing table lookup
RFC 2328, s11.1 p111 Routing table lookup
MUST .
OSPF Routing Tabl e Lookups
In this case, the packet"s |P destination is considered unreachabl e.
I nstead of being forwarded, the packet should be dropped and an | CWP
destination unreachabl e message should be returned to the packet"s
sour ce.
(NOTE: Here we are testing the DUT sends an | CMP destination unreachabl e
if there is no route to the destination.)
Debian 12: pass Debian 12: pass
ANVL-OSPF-3.3 RFC 1583, s11.1 p96 Routing table lookup
RFC 2328, s11.1 p111 Routing table lookup
SHOULD

OSPF Routing Tabl e Lookups

If there is no matching routing table entry then the packet"s IP
destination is considered unreachable. Instead of being forwarded,

the packet should then be discarded and an | CMP desti nati on unreachabl e
message should be returned to the packet"s source.

(NOTE: Here we are testing DUT sends an | CVP destination unreachable if
there is no intra-area route for a packet destined for the router"s
configured area.)

Debian 12: pass Debian 12: pass
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ANVL-OSPF-3.4

MUST

RFC 1583, s11.1 p96 Routing table lookup
RFC 2328, s11.1 p96 Routing table lookup

OSPF Routing Tabl e Lookups
DUT forwards | P packets based on the nost preferential path type.

Debian 12: pass Debian 12: pass

ANVL-OSPF-3.5

MUST

RFC 1583, s11.1 p96 Routing table lookup
RFC 2328, s11.1 p111 Routing table lookup

OSPF Routing Tabl e Lookups

In this case, the "best match" is the routing table entry that
provi des the nost specific (longest) match.

(NOTE: here we are testing DUT forwards | P packets based on
the nost specific address/nask nmatch.)

Debian 12: pass Debian 12: pass

ANVL-OSPF-3.7

MUST

STRESS: RFC 1583, s11.1 p98 Routing table lookup
STRESS: RFC 2328, s11.1 p112 Routing table lookup

OSPF Routing Tabl e Lookups
DUT stays up when receiving an excessive nunber of Link State
Updat es.

Debian 12: pass Debian 12: pass

ANVL-OSPF-3.8

MAY

RFC 2328, s16.2 p169 Calculating the Inter-area routes

OSPF Routing Tabl e Lookups
Range summaries of an area may contain subnets in different areas
provi ded that subnets belonging to other areas are not summari zed.

Debian 12: pass Debian 12: pass

ANVL-OSPF-3.9

MUST

RFC 2328, s16.4.1 p175 External Path Preferences

OSPF Routing Tabl e Lookups

Note that as a result of these rules, there may still be nultiple paths of
the hi ghest preference. In thiscase, the path to use nmust be determ ned
based on cost

(NOTE: Here we are testing Intra-area backbone and inter-area paths are of
equal preference. In this case, the path to use nust be determ ned based
on cost.)

Debian 12: pass Debian 12: pass

ANVL-OSPF-4.1

MAY

RFC 1583, s16.7 p157 Events generated as a result of routing
table changes
RFC 2328, s16.7 p177 Events generated as a result of routing
table changes

OSPF Routing Tabl e Changes
New summary |ink advertisements are generated when the cost or path
type of a routing table entry changes.

Debian 12: FAIL Debian 12: FAIL
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ANVL-OSPF-4.2 RFC 1583, s16.7 p157 Events generated as a result of routing
table changes
MUST (see also s12.4.3 p120)

RFC 2328, s16.7 p177 Events generated as a result of routing
table changes
(see also s12.4.3 p135)

OSPF Routing Tabl e Changes
New summary |ink advertisenments are reflooded with LS Age = MaxAge
when routing table entries are deleted or are no |onger advertisable.

Debian 12: pass Debian 12: pass
ANVL-OSPF-4.3 RFC 1583, s16.7 p158 Events generated as a result of routing
table changes
MUST (see also s15 p141)

RFC 2328, s16.7 p178 Events generated as a result of routing
table changes
(see also s15 p159)

OSPF Routing Tabl e Changes

If the entry indicates that the area border router is newy reachabl e,
the corresponding virtual link is now operational. An InterfaceUp event
shoul d be generated for the virtual link, which will cause a virtual

adj acency to begin to form

(NOTE: Here we are testing DUT attenpts to bring up a virtual |ink when
a changed routing table entry indicates that the endpoint of the virtual
link is reachable.)

Debian 12: pass Debian 12: pass
ANVL-OSPF-4.4 RFC 1583, s16.7 p158 Events generated as a result of routing
table changes
MUST RFC 2328, s16.7 p178 Events generated as a result of routing

table changes

OSPF Routing Tabl e Changes
If the entry indicates that the area border router is no |onger

reachabl e,the virtual link and its associ ated adjacency shoul d be
destroyed. This neans an InterfaceDown event shoul d be generated for
the associated virtual [ink.
(NOTE: Here we are testing the DUT brings down a virtual |ink when a
changed routing table entry indicates that the virtual link endpoint is
no | onger reachable.)
Debian 12: pass Debian 12: pass
ANVL-OSPF-4.5 RFC 1583, s16.7 p158 Events generated as a result of routing
table changes
MUST RFC 2328, s16.7 p178 Events generated as a result of routing

table changes

OSPF Routing Tabl e Changes

If the cost of the entry has changed, and there is a fully established
virtual adjacency, a new router-LSA for the backbone nust be origi nated.
(NOTE: Here we are testing DUT generates new summary |ink advertisenents

when the cost of a path to a virtual |ink endpoint changes in the routing
table.)
Debian 12: pass Debian 12: pass
ANVL-OSPF-5.1 RFC 1583, s16.1 p146 Calculating the shortest-path tree for an area

RFC 2328, s16.1 p164 Calculating the shortest-path tree for an area

SHOULD )
Intra-Area Shortest Path Cal cul ation

DUT shoul d use the shortest of two or nore paths (according to OSPF
route distance metric) when forwardi ng packets.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-5.2

MUST

RFC 1583, s16.1 p145 Calculating the shortest-path tree for an area
RFC 2328, s16.1 p163 Calculating the shortest-path tree for an area

Intra-Area Shortest Path Cal cul ation

If the LSA LS age is equal to MaxAge, examine the next link in V's LSA
(NOTE: Here we are testing router links or network |inks advertisenents
with LS age = MaxAge are not used when building the shortest-path tree
for an area.)

Debian 12: pass Debian 12: pass

ANVL-OSPF-5.3

MUST

RFC 1583, s16.1 p145 Calculating the shortest-path tree for an area
RFC 2328, s16.1 p163 Calculating the shortest-path tree for an area

Intra-Area Shortest Path Cal cul ation

If the LSA does not have a link back to vertex V, exam ne the
next link in V's LSA

(NOTE: Here we are testing DUT does not calculate routes from an
entry in the link state database if that entry has no path back
to the DUT.)

Debian 12: pass Debian 12: pass

ANVL-OSPF-5.4

MUST

RFC 1583, s16.1 p146 Calculating the shortest-path tree for an area
RFC 2328, s16.1 p164 Calculating the shortest-path tree for an area

Intra-Area Shortest Path Cal cul ation
Mil tiple sets of next hop values are calculated for intra-area routes
when multiple equal -cost destinations to a network exist.

Debian 12: pass Debian 12: pass

ANVL-OSPF-5.5

MUST

RFC 1583, s16.1 p147 Calculating the shortest-path tree for an area
RFC 2328, s16.1 p165 Calculating the shortest-path tree for an area

Intra-Area Shortest Path Cal cul ation
If intra-area routes exist to an AS boundary router in nore than one
area, the area providing the shortest path is always chosen.

Debian 12: pass Debian 12: pass

ANVL-OSPF-5.6

MUST

RFC 1583, s16.1 p147 Calculating the shortest-path tree for an area
RFC 2328, s16.1 p165 Calculating the shortest-path tree for an area

Intra-Area Shortest Path Cal cul ation
If equal-cost intra-area routes exist to an AS boundary router in
different areas, the area with |argest OSPF Area ID is chosen.

Debian 12: pass Debian 12: pass

ANVL-OSPF-5.7

SHOULD

RFC 1583, s16.1 p147 Calculating the shortest-path tree for an area
RFC 2328, s16.1 p165 Calculating the shortest-path tree for an area

Intra-Area Shortest Path Cal cul ation

In this case, the current routing table entry should be overwitten
if and only if the newly found path is just as short and the current
routing tableentry"sLink State Origin has a smaller Link State ID

than the newy added vertex" LSA.

Debian 12: pass Debian 12: pass

ANVL-OSPF-5.8

MUST

RFC 1583, s16.1 p148 Calculating the shortest-path tree for an area
RFC 2328, s16.1 p166 Calculating the shortest-path tree for an area

Intra-Area Shortest Path Cal cul ation
Mul tiple sets of next hop values are calculated for intra-area routes
to stub networks when nultiple equal -cost paths exist.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-5.9

MUST

RFC 1583, s16.1 p148-149 Calculating the shortest-path tree
RFC 2328, s16.1 p166-167 Calculating the shortest-path tree

Intra-Area Shortest Path Cal cul ation

O herwise Dis snmaller than the routing table cost. Overwite the

current routing tableentry by setting the routing table entry"s cost

to D, and by setting the entry"s list of next hops to the newy

cal cul ated set.

(NOTE: Here we are testing stub network routing table entries are updated
when a new path with snmaller distance is cal culated due to received
routing information.

Debian 12: pass Debian 12: pass

ANVL-OSPF-6.1

MUST

RFC 1583, s16.2 p150 Calculating the inter-area routes
RFC 2328, s16.2 p169 Calculating the inter-area routes

Use of Summaries

For each summary-LSA: |If the cost specified by the LSAis LSInfinity
then exanine the the next LSA.

(NOTE: here we are testing summary |ink advertisenents with cost
LSInfinity are not used when calculating inter-area routes.)

Debian 12: pass Debian 12: pass

ANVL-OSPF-6.2

MUST

RFC 1583, s16.2 p150 Calculating the inter-area routes
RFC 2328, s16.2 p169 Calculating the inter-area routes

Use of Summaries

For each sunmary-LSA: if the LSA's LS age is equal to MaxAge, then
exam ne the the next LSA

(NOTE: here we are testing summary link advertisenents with LS age of
MaxAge are not used when calculating inter-area routes.)

Debian 12: pass Debian 12: pass

ANVL-OSPF-6.3

MUST

RFC 1583, s16.2 p150 Calculating the inter-area routes
RFC 2328, s16.2 p169 Calculating the inter-area routes

Use of Summaries

For each sunmary-LSA: |If the LSA was originated by the cal cul ating
router itself, exam ne the next LSA

(NOTE: Here we are testing if a summary |ink advertisenment was
originated by the router itself, it is not used when cal cul ating
inter-area routes.)

Debian 12: pass Debian 12: pass

ANVL-OSPF-6.4

MUST

RFC 1583, s16.2 p151 Calculating the inter-area routes
RFC 2328, s16.2 p169 Calculating the inter-area routes

Use of Summaries

If it is a Type 3 summary-LSA, and the collection of destinations
described by the summary-LSA equal s one of the router"s configured
area address ranges, and the particular area address range is active,
then the summary-LSA shoul d be ignored.

(NOTE: Here we are testing a sunmary |ink advertisenment is ignored if
its destinations fall into one of the router"s active configured
addr ess ranges.

Debian 12: pass Debian 12: pass

ANVL-OSPF-6.5

MUST

RFC 1583, s16.2 p151 Calculating the inter-area routes
RFC 2328, s16.2 p169 Calculating the inter-area routes

Use of Summaries
Ignore summary |inks advertisenents originated by an area border
router if there is no entry for that ABRin the routing table.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-6.6 RFC 1583, s16.2 p151 Calculating the inter-area routes
RFC 2328, s16.2 p169 Calculating the inter-area routes
SHOULD .
Use of Summaries
Summary (inter-area) routes should be installed into the routing table
in preference to existing external type 1 or type 2 routes.
Debian 12: pass Debian 12: pass
ANVL-OSPF-6.7 RFC 1583, s16.3 p152 Examining transit areas" summary links
RFC 2328, s16.3 p170 Examining transit areas" summary links
MUST .
Use of Summaries
The purpose of the calculation belowis to examne the transit
areas to see whether they provide any better (shorter) paths
than the paths previously calculated in Sections 16.1 and 16. 2.
Any paths found that are better than or equal to previously
di scovered paths are installed in the routing table.
(NOTE: Here we are testing the DUT uses a summary |ink adverti senent
in atransit area if it has a better cost route to a backbone area
network than the virtual |ink)
Debian 12: pass Debian 12: pass
ANVL-OSPF-7.1 RFC 1583, s16.4 p155 Calculating AS external routes
RFC 2328, s16.4 p173 Calculating AS external routes
MUST .
OSPF AS External Route Cal cul ation
If the cost specified by the LSAis LSInfinity, or if the
LSA"s LS age is equal to MaxAge, then exam ne the next LSA
(NOTE: Here we are testing the DUT does not use AS external I|ink
advertisenents with either a netric of LSInfinity or an LS age of
MaxAge. )
Debian 12: pass Debian 12: pass
ANVL-OSPF-7.2 RFC 1583, s16.4 p155 Calculating AS external routes
RFC 2328, s16.4 p173 Calculating AS external routes
MUST .
OSPF AS External Route Cal cul ation
If the LSA was originated by the calculating router itself, exam ne
the next LSA
(NOTE: He we are testing the DUT does not use AS external |ink
advertisenents originated by the device itself.)
Debian 12: pass Debian 12: pass
ANVL-OSPF-7.3 RFC 1583, s16.4 p155 Calculating AS external routes
RFC 2328, s16.4 p173 Calculating AS external routes
MUST .
OSPF AS External Route Cal cul ation
If no entries exist for router ASBR (i.e., ASBR is unreachable),
do nothing with this LSA and consider the next in the list.
(NOTE: Here we are testing the DUT does not use an AS external |ink
advertisenent if there is no routing table entry for the AS boundary
router originating the advertisenent.)
Debian 12: pass Debian 12: pass
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ANVL-OSPF-7.4 RFC 1583, s16.4 p155 Calculating AS external routes
RFC 2328, s16.4 p173 Calculating AS external routes
MUST .
OSPF AS External Route Cal cul ation
If the forwarding address is non-zero, |ook up the forwarding address in
the routing table. The matching routing table entry nust specify an
intra-area or inter-area path; if no such path exists, do nothing with
the LSA and consider the next in the list.
(NOTE: Here we are testing DUT ignores an AS external |ink advertisenent
if there is no intra-area or inter-area routing table entry for the
f orwar di ng address.)
Debian 12: pass Debian 12: FAIL
ANVL-OSPF-7.5 RFC 1583, s16.4 p155 Calculating AS external routes
RFC 2328, s16.4 p174 Calculating AS external routes
MUST .
OSPF AS External Route Cal cul ation
Type 1 external paths are always preferred over type 2 external paths.
(NOTE: Here we are testing DUT always treats Type 1 external paths as
shorter than type 2 external paths.)
Debian 12: pass Debian 12: pass
ANVL-OSPF-7.6 RFC 1583, s16.4 p155 Calculating AS external routes
RFC 2328, s16.4 p174 Calculating AS external routes
MUST .
OSPF AS External Route Cal cul ation
If the external metric type is 1, then the path-type is set to type 1
external and the cost is equal to X+Y.
(NOTE: Here we are testing DUT conpares Type 1 external paths by | ooking
at the sumof the distance to the forwarding address and the adverti sed
type 1 metric.)
Debian 12: pass Debian 12: FAIL
ANVL-OSPF-7.7 RFC 1583, s16.4 p155 Calculating AS external routes
RFC 2328, s16.4 p174 Calculating AS external routes
MUST .
OSPF AS External Route Cal cul ation
If the external nmetric type is 2, the path-type is set to type 2
external, the link state conponent of the route"s cost is X
and the type 2 cost is V.
(NOTE: Here we are testing DUT conpares type 2 external paths by
advertised type 2 nmetrics or by distance to the forwardi ng addresses
if type 2 netrics are equal.)
Debian 12: pass Debian 12: unpredict
ANVL-OSPF-11.1 RFC 2328, s2.3 p23 Use of external routing information
MUST External Routing Information Use
External routing information is flooded unaltered throughout the
AS.
Debian 12: pass Debian 12: pass
ANVL-OSPF-12.1 RFC 2328, s4 p40 Functional Summary
MUST OSPF (perati ons
The router sends Hell o packets to its neighbors, and in turn
receives their Hello packets.
Debian 12: pass Debian 12: pass
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ANVL-OSPF-12.2

MUST

RFC 2328, s4 p40 Functional Summary

OSPF Qperati ons

On broadcast networks, the router dynamically detects its

nei ghboring routers by sending its Hell o packets to the nulticast
address Al | SPFRout ers.

Debian 12: pass Debian 12: pass

ANVL-OSPF-12.4

MUST

RFC 2328, s4 p40 Functional Summary

OSPF Qperati ons
A router periodically advertises its state,
link state.

which is also called

Debian 12: pass Debian 12: pass

ANVL-OSPF-12.5

MUST

RFC 2328, s4 p40 Functional Summary

OSPF QOperati ons
Link state is also advertised when a router"s state changes.

Debian 12: pass Debian 12: pass

ANVL-OSPF-12.6

MUST

RFC 2328, s4.3 p42 Routing protocol packets

OSPF QOperati ons

The OSPF protocol runs directly over IP, using |P protocol 89.

Debian 12: pass Debian 12: pass

ANVL-OSPF-12.7

SHOULD

RFC 2328, s4.3 p42 Routing protocol packets

OSPF QOperati ons
Rout i ng protocol
set to 0.

packets shoul d al ways be sent with the IP TGS field

Debian 12: pass Debian 12: pass

ANVL-OSPF-12.8

SHOULD

RFC 2328, s4.3 p42 Routing protocol packets

OSPF Qperati ons
OSPF protocol packets should have their
the value Internetwork Control.

I P precedence field set to

Debian 12: pass Debian 12: pass

ANVL-OSPF-12.9

MUST

RFC 2328, s4.3 p43 Routing protocol packets

OSPF QOperati ons
Each LSA is tagged with the ID of the originating router and a
checksum of its link state contents. This test is for Router-LSA

Debian 12: pass Debian 12: pass

ANVL-OSPF-12.10

MUST

RFC 2328, s4.3 p43 Routing protocol packets

OSPF QOperati ons
Each LSA is tagged with the ID of the originating router and a
checksum of its link state contents. This test is for Network-LSA.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-12.11 RFC 2328, s4.3 p43 Routing protocol packets
MUST OSPF Oper at i ons

Each LSA is tagged with the ID of the originating router and a
checksumof its link state contents. This test is for a Type-3

Summary LSA
Debian 12: pass Debian 12: pass
ANVL-OSPF-13.1 RFC 2328, s7.1 p52 The Hello Protocol
MUST Bringi ng up Adj acenci es
Bi di rectional conmunication is indicated when the router sees itself
listed in the neighbor"s Hell o Packet.
Debian 12: pass Debian 12: pass
ANVL-OSPF-13.2 RFC 2328, s7.1 p52 The Hello Protocol
MUST Bringi ng up Adj acenci es

On broadcast networks, each router advertises itself by nulticasting
Hel | o Packets.

Debian 12: pass Debian 12: pass
ANVL-OSPF-13.3 RFC 2328, s7.1 p52 The Hello Protocol
MUST Bringi ng up Adjacenci es

On broadcast networks, each router advertises itself by periodically
mul ticasting Hell o Packets.

Debian 12: pass Debian 12: pass
ANVL-OSPF-13.4 RFC 2328, s7.2 p53 The Synchronization of Databases
MUST Bringi ng up Adj acenci es

Each router describes its database by sending a sequence of Database
Description packets to its nei ghbor.

This is an indirect test which verifies that the DUT recogni zes the
LSA headers contained in the Database Description packets received

from ANVL.
Debian 12: pass Debian 12: pass
ANVL-OSPF-13.5 RFC 2328, s7.2 p53 The Synchronization of Databases
SHOULD Bringi ng up Adjacenci es

When the nei ghbor sees an LSA that is nore recent than its own
dat abase copy, it nakes a note that this newer LSA should be requested.

Debian 12: pass Debian 12: pass
ANVL-OSPF-13.6 RFC 2328, s7.2 p53 The Synchronization of Databases
SHOULD Bringi ng up Adj acenci es

When the nei ghbor sees an LSA that is not nore recent than its own
dat abase copy, it does not make a note that this LSA (which is not
newer) shoul d be requested.

Debian 12: pass Debian 12: pass
ANVL-OSPF-13.7 RFC 2328, s7.2 p53 The Synchronization of Databases
MUST Bringi ng up Adjacenci es

Dat abase Description Packets sent by the master (polls) are
acknow edged by the slave through echoing of the sequence nunber.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-13.8

MUST

RFC 2328, s7.2 p54 The Synchronization of Databases

Bringi ng up Adj acencies
The nmaster
Packet s.

is the only one allowed to retransnit Database Description

Debian 12: pass

Debian 12: pass

ANVL-OSPF-13.9

MUST

RFC 2328, s7.2 p54 The Synchronization of Databases

Bri ngi ng up Adj acenci es

The slave is not allowed to retransmt Database Description packets.

Debian 12: pass

Debian 12: pass

ANVL-OSPF-13.10

MUST

RFC 2328, s7.2 p54 The Synchronization of Databases

Bri ngi ng up Adj acenci es

Each Dat abase Description contains an indication that there are

nmore packets to follow --- the Mbit.

Debian 12: pass

Debian 12: pass

ANVL-OSPF-13.11

MUST

RFC 2328, s7.2 p54 The Synchronization of Databases

Bringi ng up Adj acenci es

Dat abase Exchange Process is over when a router has received and

sent Dat abase Description Packets with the Mbit off.

Debian 12: pass

Debian 12: pass

ANVL-OSPF-13.12

MUST

RFC 2328, s7.3 p54 The Designated Router

Bringi ng up Adj acenci es

The Designated Router originates a network-LSA on behal f of the

net wor k.

Debian 12: pass

Debian 12: pass

ANVL-OSPF-13.13

MUST

RFC 2328, s7.3 p54 The Designated Router

Bringi ng up Adj acenci es
If arouter is not the DR,
network. This test is with DUT as BDR

it does not generate a network-LSA for the

Debian 12: pass

Debian 12: pass

ANVL-OSPF-13.14

MUST

RFC 2328, s7.3 p54 The Designated Router

Bringi ng up Adj acenci es
If a router is not the DR
net wor k.

This test is with DUT as DR- O her

it does not generate a network-LSA for the

Debian 12: pass

Debian 12: pass

ANVL-OSPF-13.15

MUST

RFC 2328, s7.3 p54 The Designated Router

Bri ngi ng up Adj acenci es

The Link State ID for network-LSA is the IP interface address of the

Desi gnat ed Router.

Debian 12: pass

Debian 12: pass
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ANVL-OSPF-13.16 RFC 2328, s7.4 p56 The Backup Designated Router
MUST Bringi ng up Adj acenci es

Backup Desi gnat ed Router becones Designated Router when the previous
Desi gnat ed Router fails.

Debian 12: pass Debian 12: pass
ANVL-OSPF-13.17 RFC 2328, s7.4 p56 The Backup Designated Router
MUST Bri ngi ng up Adj acenci es

Each Hell o Packet has a field that specifies the Backup Designated
Router for the network.

Debian 12: pass Debian 12: pass
ANVL-OSPF-14.1 RFC 2328, s8.1 p58 Sending protocol packets
MUST Prot ocol Packet Processing

In the OSPF protocol packet headers version Nunber is set to 2, the
versi on number of the protocol as docunented in this specification.

Debian 12: pass Debian 12: pass
ANVL-OSPF-14.2 RFC 2328, s8.1 p59 Sending protocol packets
MUST Prot ocol Packet Processing

In OSPF protocol packet headers Router IDis set to the identity of
the router itself (who is originating the packet).

Debian 12: pass Debian 12: pass
ANVL-OSPF-14.3 RFC 2328, s8.1 p59 Sending protocol packets
MUST Prot ocol Packet Processing

Area IDin the OSPF packet header nust be set to the ID of the area
that the packet is being sent into.
(This test checks Hell o packet)

Debian 12: pass Debian 12: pass
ANVL-OSPF-14.4 RFC 2328, s8.1 p59 Sending protocol packets
MUST Prot ocol Packet Processing

The I P checksum of any OSPF packet is the standard |P 16-bit one"s
conpl ement checksum of the entire OSPF packet, excluding the 64-bit
aut hentication field.

(This test checks the case of sending a Hell o packet)

Debian 12: pass Debian 12: pass
ANVL-OSPF-14.5 RFC 2328, s8.1 p59 Sending protocol packets
s10.5 p96 Receiving Hello packets
MUST .
Prot ocol Packet Processing
A router discards any received Hell o packet with an invalid IP checksum
i.e. which is not the standard IP 16-bit one"s conpl enent checksum of
the entire OSPF packet, excluding the 64-bit authentication field.
Debian 12: pass Debian 12: pass
ANVL-OSPF-14.7 RFC 2328, s8.1 p60 Sending protocol packets
MUST Prot ocol Packet Processing

Retransm ssions of Link State Update packets are ALWAYS sent directly
to the nei ghbor.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-14.8 RFC 2328, s8.2 p62 Receiving protocol packets
MUST Prot ocol Packet Processing

The Received packet"s I P source address is required to be on the sane
network as the receiving interface.

Debian 12: pass Debian 12: pass

ANVL-OSPF-14.9 NEGATIVE:
RFC 2328, s8.2 p62 Receiving protocol packets

MUST .
Prot ocol Packet Processing

The Received packet"s I P source address is required to be on the sane
network as the receiving interface.

Debian 12: pass Debian 12: pass

ANVL-OSPF-14.10 NEGATIVE:
RFC 2328, s8.2 p62 Receiving protocol packets

MUST .
Pr ot ocol Packet Processing

The AuType specified in the packet nust match the AuType specified
for the associated area.

Debian 12: pass Debian 12: pass

ANVL-OSPF-15.1 RFC 2328, s9.5 p78 Sending Hello packets

MUST Interface Data Structure
The Hell o Packet al so indicates how often a nei ghbor nust be heard
fromto remain active (RouterDeadlnterval).

Debian 12: pass Debian 12: pass

ANVL-OSPF-15.2 RFC 2328, s9 p66 The Interface Data Structure

MUST Interface Data Structure
The Designated Router is initialized to 0.0.0.0, which indicates the
|l ack of a Designated Router.

Debian 12: pass Debian 12: FAIL

ANVL-OSPF-15.3 RFC 2328, s9 p66 The Interface Data Structure

MUST Interface Data Structure
The Backup Designated Router is initialized to 0.0.0.0, indicating the
Il ack of a Backup Designated Router

Debian 12: pass Debian 12: pass

ANVL-OSPF-15.4 RFC 2328, s9 p66 The Interface Data Structure

MUST Interface Data Structure

RxmtInterval is the nunber of seconds between Database Description
packet retransmni ssions.

This tests for Database Description packet retransm ssion in ExStart
state.

Debian 12: pass Debian 12: pass

ANVL-OSPF-15.5 RFC 2328, s9 p66 The Interface Data Structure

MUST Interface Data Structure

RxmtInterval is the nunmber of seconds between Link State Request
packet retransni ssions.

This tests for Database Description packet retransmi ssion in Loading
state.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-15.6 RFC 2328, s9 p66 The Interface Data Structure
MUST Interface Data Structure

RxntInterval is the nunber of seconds between LSA retransni ssions, for
adj acenci es belonging to this interface.

Debian 12: pass Debian 12: pass
ANVL-OSPF-15.7 RFC 2328, s9.1 p67 The Interface Data Structure
MUST Interface Data Structure
No protocol traffic at all will be sent or received on a down
interface.
Debian 12: pass Debian 12: pass
ANVL-OSPF-15.8 RFC 2328, s9.1 p69 Interface states
MUST Interface Data Structure

In DR O her state, the router itself has not been sel ected Backup
Desi gnated Router either. The router forns adjacencies to both the
Desi gnat ed Router and the Backup Designated Router (if they exist).

Debian 12: pass Debian 12: pass
ANVL-OSPF-15.9 RFC 2328, s9.1 p69 Interface states
MUST Interface Data Structure

In Backup state the router establishes adjacencies to all other routers
attached to the network.

Debian 12: pass Debian 12: pass
ANVL-OSPF-15.10 RFC 2328, s9.1 p69 Interface states
MUST Interface Data Structure

In DR state Adjacencies are established to all other routers attached
to the network.

Debian 12: pass Debian 12: pass
ANVL-OSPF-15.11 RFC 2328, s9.3 p73 The Interface state machine
MUST Interface Data Structure

When router is in Waiting state, if BackupSeen event occurs then router
cal cul ates the attached network"s Backup Designated Router and
Desi gnat ed Router.

Debian 12: pass Debian 12: pass
ANVL-OSPF-15.12 RFC 2328, s9.3 p73 The Interface state machine
MUST Interface Data Structure

When router is in Waiting state, if WaitTimer event fires then router
cal cul ates the attached network"s Backup Designated Router and
Desi gnat ed Router.

Debian 12: pass Debian 12: pass
ANVL-OSPF-15.13 RFC 2328, s9.3 p74 The Interface state machine
MUST Interface Data Structure

When Nor Change event fires then router recal cul ates the attached
networ k"s Backup Designated Router and Designated Router.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-15.14 RFC 2328, s9.4 p75 Electing the Designated Router
MUST Interface Data Structure

If nore than one routers have decl ared thensel ves as Backup desi gnated
but not as Designated Router, the one having the highest Router
Priority is declared to be Backup Desi ghated Router.

Debian 12: pass Debian 12: pass
ANVL-OSPF-15.15 RFC 2328, s9.4 p75 Electing the Designated Router
MUST Interface Data Structure

When sel ecting a Backup Designated Router anong nore than one Routers
decl aring thensel ves as Backup Designated Router, if there is atiein
the Router Priority, the one having highest Router IDis chosen.

Debian 12: pass Debian 12: pass
ANVL-OSPF-15.16 RFC 2328, s9.4 p76 Electing the Designated Router
MUST Interface Data Structure

If no routers have decl ared t hensel ves Backup Desi gnated Router, choose
the router having highest Router Priority as Backup Desi gnated Router.

Debian 12: pass Debian 12: pass
ANVL-OSPF-15.17 RFC 2328, s9.4 p76 Electing the Designated Router
MUST Interface Data Structure

If no routers have declared thensel ves Backup Desi gnated Router, choose
the router having highest Router Priority, again use the Router IDto
break ties.

Debian 12: pass Debian 12: pass
ANVL-OSPF-15.18 RFC 2328, s9.4 p76 Electing the Designated Router
MUST Interface Data Structure

If one or nore of the routers have decl ared thensel ves Desi gnated Router
the one having highest Router Priority is declared to be Designated

Rout er .
Debian 12: pass Debian 12: pass
ANVL-OSPF-15.19 RFC 2328, s9.4 p76 Electing the Designated Router
MUST Interface Data Structure

In case of atie in the router priority anong routers declaring
t hensel ves Desi gnated Router, the one having the highest Router IDis

chosen.
Debian 12: pass Debian 12: pass
ANVL-OSPF-15.20 RFC 2328, s9.4 p76 Electing the Designated Router
MUST Interface Data Structure

If no routers have decl ared thensel ves Desi gnated Router, assign the
Desi gnated Router to be the sane as the newy el ected Backup Desi gnat ed

Rout er .
Debian 12: pass Debian 12: pass
ANVL-OSPF-15.21 RFC 2328, s9.5 p78 Sending Hello packets
SHOULD Interface Data Structure

Whil e sending a Hell o packet into a stub area the E-bit of the
Options field should be clear.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-15.22 RFC 2328, 9.5 p78 Sending Hello packets
SHOULD Interface Data Structure

Wi le sending a Hell o packet into a non-stub area the E-bit of the
Options field should be set.

Debian 12: pass Debian 12: pass
ANVL-OSPF-15.23 RFC 2328, s9.5 p78 Sending Hello packets
MUST Interface Data Structure

In order to ensure two-way conmuni cati on between adjacent routers, the
Hel | o packet contains the list of all routers on the network from which
Hel | o Packets have been seen recently.

Debian 12: pass Debian 12: pass
ANVL-OSPF-15.24 RFC 2328, s9.5 p78 Sending Hello packets
MUST Interface Data Structure

Hel | o packet al so contains the router"s current choice for Designated
Rout er and Backup Designated Router.

Debian 12: pass Debian 12: pass
ANVL-OSPF-15.25 RFC 2328, s9.5 p78 Sending Hello packets
MUST Interface Data Structure

On broadcast networks, Hello packets are sent to the IP nulticast
address Al | SPFRout er s.

Debian 12: pass Debian 12: pass
ANVL-OSPF-15.26 RFC 2328, s9.5 p78 Sending Hello packets
MUST Interface Data Structure
On broadcast networks, Hello packets are sent every Hell ol nterval
seconds.
Debian 12: pass Debian 12: pass
ANVL-OSPF-15.29 RFC 2328, s9.5 p78 Sending Hello packets
MUST Interface Data Structure
On virtual links, Hello packets are sent as unicasts (addressed
directly) to the other end of the virtual |ink)
Debian 12: pass Debian 12: pass
ANVL-OSPF-15.30 RFC 2328, s9.5 p78 Sending Hello packets
MUST Interface Data Structure
On virtual links, Hello packets are sent every Hellolnterval seconds.
Debian 12: pass Debian 12: pass
ANVL-OSPF-16.1 RFC 2328, s10 p80 The neighbor Data Structure
MUST Nei ghbor Data Structure

The Dat abase Description Packet sent by slave is not allowed
to retransmit.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-16.2

MUST

RFC 2328, s10 p81 The neighbor Data Structure

Nei ghbor Data Structure

The initialize(l), nore (M and master(MS) bits, Options field, and DD
sequence nunber contained in the | ast Database Description packet
received fromthe neighbor are used to determ ne whether the next

Dat abase Description packet received fromthe neighbor is a duplicate.

Debian 12: pass Debian 12: pass

ANVL-OSPF-17.1

MUST

RFC 2328, s10.1 p83 neighbor states

Nei ghbor States

After the two routers discover their naster/slave status, the state
transitions to Exchange.

(This test checks the case when DUT eventual |y becones master)

Debian 12: pass Debian 12: pass

ANVL-OSPF-17.2

MUST

RFC 2328, s10.1 p83 neighbor states

Nei ghbor St at es

After the two routers discover their master/slave status, the state
transitions to Exchange.

(This test checks the case when DUT eventual |y becones sl ave)

Debian 12: pass Debian 12: pass

ANVL-OSPF-17.3

MUST

RFC 2328, s10.1 p86 neighbor states

Nei ghbor St ates

Only one Dat abase Description Packet is allowed outstanding at any one
time. So when a router is slave it will always send a Dat abase
Description packet with the DD sequence nunber sane as that of the

Dat abase Description packet received from nmaster.

Debian 12: pass Debian 12: pass

ANVL-OSPF-17.4

MUST

RFC 2328, s10.1 p86 neighbor states

Nei ghbor States

Only one Dat abase Description Packet is allowed outstanding at any one
time. So when a router is master it will retransmt a Database
Descripti on packet unless slave sends a Database Description packet
echoing the DD sequence nunber of the |ast sent Database Description
packet .

Debian 12: pass Debian 12: pass

ANVL-OSPF-17.5

MAY

RFC 2328, s10.1 p86 neighbor states

Nei ghbor St at es
In Exchange state Link State Request Packets may al so be sent asking for
the neighbor"s nore recent LSAs.

Debian 12: pass Debian 12: pass

ANVL-OSPF-18.1

SHOULD

RFC 2328, s10.3 p90-91 The neighbor state machine

Nei ghbor State Machi ne

In Init state if the neighbor event 2-\WayReceived is triggered and
if it is determ ned that adjacency should be established with the
nei ghbor, the neighbor state transitions to ExStart. Upon entering
this state, the router increnents the DD sequence nunber in the
nei ghbor data structure.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-18.2

MUST

RFC 2328, s10.3 p91 The neighbor state machine

Nei ghbor State Machi ne

The area link state database consists of the router-LSAs, network-LSAs
and sunmary-LSAs contained in the area structure, along with the
AS-external -LSAs contained in the global structure.

Debian 12: pass Debian 12: pass

ANVL-OSPF-18.3

MUST

RFC 2328, s10.3 p91 The neighbor state machine

Nei ghbor State Machi ne
AS-external -LSAs are onmitted fromthe Database summary list if the
area has been configured as a stub area.

Debian 12: pass Debian 12: pass

ANVL-OSPF-18.4

MUST

RFC 2328, s10.3 p92 The neighbor state machine

Nei ghbor State Machi ne

When in Exchange state if ExchangeDone event has fired then if the
nei ghbor Link state request list is not enpty, router transitions to
Loadi ng state and starts (or continues) sending Link State Request
packets to the nei ghbor.

Debian 12: pass Debian 12: pass

ANVL-OSPF-18.5

MUST

RFC 2328, s10.3 p93 The neighbor state machine

Nei ghbor State Machi ne

If the router is in Exchange or greater state and the nei ghbor event
SeqNunmber M smat ch has occurred then the router increnents the DD
sequence nunber in the neighbor data structure.

This test is for Exchange State.

Debian 12: pass Debian 12: pass

ANVL-OSPF-18.6

MUST

RFC 2328, s10.3 p93 The neighbor state machine

Nei ghbor State Machi ne

If the router is in Exchange or greater state and the nei ghbor event
SeqNunber M smat ch has occurred then the router increnents the DD
sequence nunber in the neighbor data structure.

This test is for Loading State.

Debian 12: pass Debian 12: pass

ANVL-OSPF-18.7

MUST

RFC 2328, s10.3 p94 The neighbor state machine

Nei ghbor State Machi ne

The action for event BadLSReq is exactly the sane as for the neighbor
event SeqNumber M smatch. The (possibly partially forned) adjacency is
torn down, and then an attenpt is nmade at reestablishnment.

This test is for Exchange State.

Debian 12: pass Debian 12: pass

ANVL-OSPF-18.8

MUST

RFC 2328, s10.3 p94 The neighbor state machine

Nei ghbor State Machi ne

The action for event BadLSReq is exactly the sane as for the nei ghbor
event SeqNumber M smat ch. The (possibly partially fornmed) adjacency is
torn down, and then an attenpt is nade at reestablishnent.

This test is for Loading State.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-19.1

MUST

RFC 2328, s10.4 p95 Whether to become adjacent

Adj acency Deci sion
On broadcast, all routers becone adjacent to both the Designated Router
and the Backup Desi gnated Router.

Debian 12: pass Debian 12: pass

ANVL-OSPF-20.1

MUST

RFC 2328, s10.5 p96 Receiving Hello Packets

Recei ving Hell o Packets

The val ues of the Network Mask field in the received Hell o packet nust
be checked agai nst the val ues configured for the receiving interface.
Any m smatch causes processing to stop and the packet to be dropped.

Debian 12: pass Debian 12: pass

ANVL-OSPF-20.2

MUST

RFC 2328, s10.5 p96 Receiving Hello Packets

Recei ving Hell o Packets

The values of the Hellolnterval field in the received Hell o packet nust
be checked agai nst the values configured for the receiving interface.
Any m smat ch causes processing to stop and the packet to be dropped.

Debian 12: pass Debian 12: pass

ANVL-OSPF-20.3

MUST

RFC 2328, s10.5 p96 Receiving Hello Packets

Recei ving Hell o Packets

The val ues of the RouterDeadlnterval fields in the received Hello
packet must be checked agai nst the val ues configured for the receiving
interface. Any mismatch causes processing to stop and the packet to be
dr opped.

Debian 12: pass Debian 12: pass

ANVL-OSPF-20.4

MUST

RFC 2328, s10.5 p96 Receiving Hello Packets

Recei ving Hell o Packets

If the receiving interface is attached to a stub area the E-bit nust
be clear in received Hell o Packets and a mi smatch causes processing
to stop and the packet to be dropped.

Debian 12: pass Debian 12: pass

ANVL-OSPF-20.5

MUST

RFC 2328, s10.5 p96 Receiving Hello Packets

Recei ving Hell o Packets

If the receiving interface is attached to a non-stub area the E-bit
must be set in received Hell o Packets and a mismatch causes processing
to stop and the packet to be dropped.

Debian 12: pass Debian 12: pass

ANVL-OSPF-21.1

MUST

RFC 2328, s10.6 p100 Receiving Database Description Packets

Recei ving DB Description Packets

In ExStart state if the received Database Description packet has the

I, Mand M5 bits set, the packet is enpty, and the neighbor"s Router
IDis larger than the router”"s own then the router is slave, and it
sets the neighbor data structure"s DD sequence nunber to that specified
by master.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-21.2

MUST

RFC 2328, s10.6 p100 Receiving Database Description Packets

Recei ving DB Description Packets

In ExStart state if the received Database Description packet has the

I and M5 bits off, the packet"s DD sequence nunber equals the nei ghbor
data structure"s DD sequence nunber and the neighbor"s Router IDis
smal l er than the router"s own then the router is Master.

Debian 12: pass Debian 12: pass

ANVL-OSPF-21.3

SHOULD

RFC 2328, s10.6 p102 Receiving Database Description Packets

Recei ving DB Descri ption Packets

When the router accepts a received Database Description Packet as the
next in sequence, if the router is nmaster and the accepted packet has
nore bit (M set to 1, it should send a new Dat abase Description to
the sl ave.

Debian 12: pass Debian 12: pass

ANVL-OSPF-21.4

SHOULD

RFC 2328, s10.6 p102 Receiving Database Description Packets

Recei ving DB Description Packets

When the router accepts a received Database Description Packet as the
next in sequence, if the router is master and the router has not sent
its entire sequence of Database Description packets, it should send a
new Dat abase Description to the slave.

Debian 12: pass Debian 12: pass

ANVL-OSPF-21.5

MUST

RFC 2328, s10.6 p102 Receiving Database Description Packets

Recei ving DB Description Packets

When the router accepts a received Database Description Packet as the
next in sequence, if the router is naster it increnents the DD
sequence nunber in the neighbor data structure.

Debian 12: pass Debian 12: pass

ANVL-OSPF-21.6

MUST

RFC 2328, s10.6 p102 Receiving Database Description Packets

Recei ving DB Descri ption Packets

When the router accepts a received Database Description Packet as
the next in sequence, if the router is slave, it sets the DD sequence
nunber in the neighbor data structure to the DD sequence nunber
appearing in the received packet and also it nust send a Database
Descripti on packet in response.

Debian 12: pass Debian 12: pass

ANVL-OSPF-22.1

SHOULD

RFC 2328, s10.7 p102 Receiving Link State Request Packets

Recei vi ng LS Request Packets
Li nk State Request Packets should be accepted when the neighbor is in
st at e Exchange.

Debian 12: pass Debian 12: pass

ANVL-OSPF-22.2

SHOULD

RFC 2328, s10.7 p102 Receiving Link State Request Packets

Recei ving LS Request Packets
Li nk State Request Packets should be accepted when the neighbor is in
state Loadi ng.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-22.3 RFC 2328, s10.7 p102 Receiving Link State Request Packets
SHOULD Recei ving LS Request Packets

Li nk State Request Packets should be accepted when the neighbor is in

state Full.

Debian 12: pass Debian 12: pass

ANVL-OSPF-22.4 RFC 2328, s10.7 p102 Receiving Link State Request Packets
SHOULD Recei ving LS Request Packets

Li nk State Request Packets should be i gnored when neighbor is in
ExStart state.

Debian 12: pass Debian 12: pass
ANVL-OSPF-22.5 RFC 2328, s10.7 p102 Receiving Link State Request Packets
SHOULD Recei ving LS Request Packets
Li nk State Request Packets should be ignored when neighbor is in Init
state.
Debian 12: pass Debian 12: pass
ANVL-OSPF-22.6 RFC 2328, s10.7 p102 Receiving Link State Request Packets
SHOULD Recei ving LS Request Packets
Li nk State Request Packets should be i gnored when nei ghbor is in Down
state.
Debian 12: pass Debian 12: pass
ANVL-OSPF-22.7 RFC 2328, s10.7 p103 Receiving Link State Request Packets
SHOULD Recei ving LS Request Packets

If an LSA specified in the Link State Request packet cannot be found
in the database, sonething has gone wong with the Database Exchange
process, and nei ghbor event BadLSReq shoul d be generat ed.

Debian 12: pass Debian 12: pass
ANVL-OSPF-23.1 RFC 2328, s10.8 p103 Sending Database Description Packets
SHOULD Sendi ng DB Description Packets
Interface MIU should be set to 0 in Database Description packets sent
over virtual |inks.
Debian 12: pass Debian 12: pass
ANVL-OSPF-23.2 RFC 2328, s10.8 p103 Sending Database Description Packets
SHOULD Sendi ng DB Descri ption Packets

I n Dat abase Description packet the unrecognized bits in the Options
field should be set to zero.
(Note: we are only checking the option-bit 1 since it is currently
reserved and not recogni zed)

Debian 12: pass Debian 12: pass
ANVL-OSPF-23.3 RFC 2328, s10.8 p103 Sending Database Description Packets
MUST Sendi ng DB Description Packets

In state ExStart the router sends enpty Database Description packets,
with the initialize (1), more (M and naster (MS) bits set.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-23.4

MUST

RFC 2328, s10.8 p103 Sending Database Description Packets

Sendi ng DB Description Packets
In state ExStart Database Description packets are retransnmtted every
Rxnt I nterval seconds.

Debian 12: pass Debian 12: pass

ANVL-OSPF-23.5

MUST

RFC 2328, s10.8 p104 Sending Database Description Packets

Sendi ng DB Descri ption Packets

In state Exchange, if the router is naster, Database Description
packets are sent when sl ave acknow edges the previ ous Database
Descripti on packet by echoing the DD sequence nunber.

Debian 12: pass Debian 12: pass

ANVL-OSPF-23.6

MUST

RFC 2328, s10.8 p104 Sending Database Description Packets

Sendi ng DB Descri ption Packets

In state Exchange, if the router is slave, Database Description packets
are sent only in response to Database Description packets received from
the master.

Debian 12: pass Debian 12: pass

ANVL-OSPF-23.7

MUST

RFC 2328, s10.8 p104 Sending Database Description Packets

Sendi ng DB Description Packets

In state Exchange, if the router is slave, if the Database Description
packet received fromthe master is new, a new Database Description
packet is sent, otherw se the previous Database Description packet is
resent.

Debian 12: pass Debian 12: pass

ANVL-OSPF-23.8

MUST

RFC 2328, s10.8 p104 Sending Database Description Packets

Sendi ng DB Descri ption Packets

In state Loading the slave nust resend its | ast Database Description
packet in response to duplicate Database Description packets received
fromthe master.

Debian 12: pass Debian 12: pass

ANVL-OSPF-23.9

MUST

RFC 2328, s10.8 p104 Sending Database Description Packets

Sendi ng DB Descri ption Packets

In state Full the slave nust resend its | ast Database Description
packet in response to duplicate Database Description packets received
fromthe master.

Debian 12: pass Debian 12: pass

ANVL-OSPF-23.10

MUST

RFC 2328, s10.8 p104 Sending Database Description Packets

Sendi ng DB Description Packets

In state Loadi ng reception of a Database Description packet fromthe
master after this interval (RouterDeadlnterval) will generate a
SeqNunber M smat ch nei ghbor event.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-23.11 RFC 2328, s10.8 p104 Sending Database Description Packets
MUST Sendi ng DB Description Packets

In state Full reception of a Database Description packet fromthe
master after this interval (RouterDeadlnterval) will generate
a SegNumber M smat ch nei ghbor event.

Debian 12: pass Debian 12: pass
ANVL-OSPF-24.1 RFC 2328, s10.9 p105 Sending Link State Request Packets
MUST Sendi ng LS Request Packets

When t he nei ghbor responds to these requests (Link State Request)
with the proper Link State Update packet(s), the Link state request
list is truncated and a new Link State Request packet is sent. This
process continues until the Link state request |ist becones enpty.

Debian 12: pass Debian 12: pass
ANVL-OSPF-24.2 RFC 2328, s10.9 p105 Sending Link State Request Packets
MUST Sendi ng LS Request Packets

Link state request list that have been requested, but not yet received,
are packaged into Link State Request packets for retransm ssion at
intervals of Rxntlnterval.

Debian 12: pass Debian 12: pass
ANVL-OSPF-24.3 RFC 2328, s12.1.1 p116 LS age
MUST Sendi ng LS Request Packets
LSAs are al so aged as they are held in each router"s database.
Debian 12: pass Debian 12: pass
ANVL-OSPF-24.4 RFC 2328, s12.1.1 p116 LS age
MUST Sendi ng LS Request Packets
The age of an LSA is never incremented past MaxAge.
Debian 12: pass Debian 12: pass
ANVL-OSPF-24.5 RFC 2328, s12.1.1 p116 LS age
MUST Sendi ng LS Request Packets
When an LSA"s age first reaches MaxAge, it is refl ooded.
Debian 12: pass Debian 12: pass
ANVL-OSPF-24.6 RFC 2328, s12.1.1 p116 LS age
MUST Sendi ng LS Request Packets

LSA of age MaxAge is finally flushed fromthe database when it is no
| onger needed to ensure database synchronization.

Debian 12: FAIL Debian 12: pass
ANVL-OSPF-24.7 RFC 2328, s12.1.1 p117 LS age
MUST Sendi ng LS Request Packets

If the two instances of a LSA have identical LS sequence nunmber and LS
checksum an instance of age MaxAge is then al ways accepted as npst
recent.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-24.8

MUST

RFC 2328, s12.1.1 p117 LS age

Sendi ng LS Request Packets

If the two instances of a LSA have identical LS sequence number and LS
Checksum and none of themis of age MaxAge then if their ages differ by
nmore than MaxAgeDi ff, the instance having the smaller age is accepted
as nost recent.

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.1

SHOULD

RFC 2328, s12.1.2 p117 Options

LSA Header
The E-bit represents OSPF's External RoutingCapability. This bit should
be set in all LSAs associated with the backbone.

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.2

SHOULD

RFC 2328, s12.1.2 p117 Options

LSA Header

The E-bit represents OSPF's External RoutingCapability. This bit should
be set in all LSAs associated with (non-backbone) non-stub areas.
(This test checks for Router-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.3

SHOULD

RFC 2328, s12.1.2 p117 Options

LSA Header

The E-bit represents OSPF's External RoutingCapability. This bit should
be set in all LSAs associated with (non-backbone) non-stub areas.
(This test checks for Network-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.4

SHOULD

RFC 2328, s12.1.2 p117 Options

LSA Header

The E-bit represents OSPF's External RoutingCapability. This bit should
be set in all LSAs associated with (non-backbone) non-stub areas.
(This test checks for Type-3 Sunmary-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.5

SHOULD

RFC 2328, s12.1.2 p117 Options

LSA Header

The E-bit represents OSPF's External Routi ngCapability. This bit should
be set in all LSAs associated with (non-backbone) non-stub areas.
(This test checks for Type-4 Sunmary-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.6

SHOULD

RFC 2328, s12.1.2 p117 Options

LSA Header
E-bit should be reset (set to 0) in all router-LSAs associated with
a stub area.

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.7

SHOULD

RFC 2328, s12.1.2 p117 Options

LSA Header
E-bit should be reset (set to 0) in all network-LSAs associated with
a stub area.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-25.8

SHOULD

RFC 2328, s12.1.2 p117 Options

LSA Header
E-bit should be reset (set to 0) in
a stub area.

all summary-LSAs associated with

Debian 12: pass

Debian 12: pass

ANVL-OSPF-25.9

MUST

RFC 2328, s12.1.3 p117 LS type

LSA Header
Al LSA types defined by this meno,
(LS type = 5),

are flooded throughout a single area only.

except the AS-external -LSAs

Debian 12: pass

Debian 12: pass

ANVL-OSPF-25.10

MUST

RFC 2328, s12.1.4 p119 Link State ID

LSA Header
When the LSA is describing a router
IDis always the described router"s

(LS type = 1 or 4), the Link State

OSPF Router |D.

Debian 12: pass

Debian 12: pass

ANVL-OSPF-25.11

MUST

RFC 2328, s12.1.5 p119 Advertising Router

LSA Header
The Advertising Router field specifi
originator.

es the OSPF Router ID of the LSA"s

Debian 12: pass

Debian 12: pass

ANVL-OSPF-25.12

MUST

RFC 2328, s12.1.5 p119 Advertising Router

LSA Header
For router-LSAs,
State ID field.

the Advertising Router field is identical

to the Link

Debian 12: pass

Debian 12: pass

ANVL-OSPF-25.13

MUST

RFC 2328, s12.1.5 p120 Advertising Router

LSA Header
Sunmmary- LSAs are originated by area

border routers.

Debian 12: pass

Debian 12: pass

ANVL-OSPF-25.14

MUST

RFC 2328, s12.1.6 p120 LS sequence number

LSA Header
A router uses Initial SequenceNunber
LSA.

(This test checks for Router-LSAs)

the first time it originates any

Debian 12: FAIL

Debian 12: FAIL

ANVL-OSPF-25.15

MUST

RFC 2328, s12.1.6 p120 LS sequence number

LSA Header
A router uses Initial SequenceNunber
LSA.

(This test checks for Network-LSAs)

the first time it originates any

Debian 12: pass

Debian 12: pass
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ANVL-OSPF-25.16

MUST

RFC 2328, s12.1.6 p120 LS sequence number

LSA Header

A router uses Initial SequenceNunber the first time it originates any
LSA.

(This test checks for Type-3 Summary- LSAs)

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.17

MUST

RFC 2328, s12.1.6 p120 LS sequence number

LSA Header

A router uses Initial SequenceNunber the first time it originates any
LSA.

(This test checks for Type-4 Summary-LSAs)

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.18

MUST

RFC 2328, s12.1.6 p120 LS sequence number

LSA Header

A router uses Initial SequenceNunber the first time it originates any
LSA. Afterwards, the LSA"s sequence nunber is increnented each tine
the router originates a new instance of the LSA.

(This test checks for Router-LSA)

Debian 12: FAIL Debian 12: FAIL

ANVL-OSPF-25.19

MUST

RFC 2328, s12.1.6 p120 LS sequence number

LSA Header

A router uses Initial SequenceNunber the first time it originates any
LSA. Afterwards, the LSA"s sequence nunber is increnented each tine
the router originates a new instance of the LSA.

(This test checks for Network-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.20

MUST

RFC 2328, s12.1.6 p120 LS sequence number

LSA Header

A router uses Initial SequenceNunber the first time it originates any
LSA. Afterwards, the LSA"'s sequence nunber is increnented each tine
the router originates a new instance of the LSA

(This test checks for Type-3 Sunmary-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.21

MUST

RFC 2328, s12.1.6 p120 LS sequence number

LSA Header

A router uses Initial SequenceNunber the first time it originates any
LSA. Afterwards, the LSA"s sequence nunber is increnmented each tine
the router originates a new instance of the LSA

(This test checks for Type-4 Sunmary-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.22

MUST

RFC 2328, s12.1.6 p120 LS sequence number

LSA Header

When an attenpt is made to increnent the sequence number past the
maxi rumvalue of N - 1 (Ox7fffffff; also referred to as
MaxSequenceNunber), the current instance of the LSA must first be
flushed fromthe routing donmain.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-25.23

MUST

RFC 2328, s12.1.6 p120 LS sequence number

LSA Header
As soon as this flooding of a LSA with LS sequence nunber

MaxSequenceNunmber has been acknow edged by all adjacent nei ghbors,

new i nstance can be originated with sequence nunber of
I nitial SequenceNunber.

a

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.24

MUST

RFC 2328, s12.1.7 p121 LS checksum

LSA Header

The LSA header also contains the length of the LSA in bytes;
subtracting the size of the LS age field (two bytes) yields the
anmount of data to checksum

(This test checks for Router-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.25

MUST

RFC 2328, s12.1.7 p121 LS checksum

LSA Header

The LSA header also contains the length of the LSA in bytes;
subtracting the size of the LS age field (two bytes) yields the
amount of data to checksum

(This test checks for Network-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.26

MUST

RFC 2328, s12.1.7 p121 LS checksum

LSA Header

The LSA header also contains the |length of the LSA in bytes;
subtracting the size of the LS age field (two bytes) yields the
amount of data to checksum

(This test checks for Type-3 Sunmary-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.27

MUST

RFC 2328, s12.1.7 p121 LS checksum

LSA Header

The LSA header also contains the length of the LSA in bytes;
subtracting the size of the LS age field (two bytes) yields the
amount of data to checksum

(This test checks for Type-4 Sunmary-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-25.28

SHOULD

RFC 2328, s12.1.7 p121 LS checksum

LSA Header

The LS checksum field cannot take on the value of zero; the occurrence

of such a val ue should be considered a checksum failure.

Debian 12: pass Debian 12: pass

ANVL-OSPF-26.1

MUST

RFC 2328, s12.2 p122 The link state database

LS Dat abase

An LSA is deleted froma router"s database when it has been
overwitten by a newer instance during the flooding process.
(This test checks for Router-LSA)

Debian 12: pass Debian 12: pass
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ANVL-OSPF-26.2

MUST

RFC 2328, s12.2 p122 The link state database

LS Dat abase

An LSA is deleted froma router"s database when it has been
overwitten by a newer instance during the flooding process.
(This test checks for Network-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-26.3

MUST

RFC 2328, s12.2 p122 The link state database

LS Dat abase

An LSA is deleted froma router"s database when it has been
overwitten by a newer instance during the flooding process.
(This test checks for Type-3 Sunmary-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-26.4

MUST

RFC 2328, s12.2 p122 The link state database

LS Dat abase

An LSA is deleted froma router"s database when it has been
overwitten by a newer instance during the flooding process.
(This test checks for Type-4 Sunmary-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-26.5

MUST

RFC 2328, s12.2 p122 The link state database

LS Dat abase

An LSA is deleted froma router"s database when it has been
overwitten by a newer instance during the flooding process.
(This test checks for Type-5 AS-External -LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-26.6

MUST

RFC 2328, s12.2 p122 The link state database

LS Dat abase

An LSA is deleted froma router"s database when the router originates
a newer instance of one of its self-originated LSAs.

(This test checks for Router-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-26.7

MUST

RFC 2328, s12.2 p122 The link state database

LS Dat abase

An LSA is deleted froma router"s database when the router originates
a newer instance of one of its self-originated LSAs.

(This test checks for Network-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-26.8

MUST

RFC 2328, s12.2 p122 The link state database

LS Dat abase

An LSA is deleted froma router"s database when the router originates
a newer instance of one of its self-originated LSAs.

(This test checks for Type-3 Sunmary-LSA)

Debian 12: pass Debian 12: pass
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ANVL-OSPF-26.9

MUST

RFC 2328, s12.2 p122 The link state database

LS Dat abase

An LSA is deleted froma router"s database when the router originates
a newer instance of one of its self-originated LSAs.

(This test checks for Type-4 Sunmary-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-26.10

MUST

RFC 2328, s12.2 p122 The link state database

LS Dat abase

An LSA is deleted froma router"s database when the LSA ages out and
is flushed fromthe routing domain.

(This test is for Router-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-26.11

MUST

RFC 2328, s12.2 p122 The link state database

LS Dat abase

An LSA is deleted froma router"s database when the LSA ages out and
is flushed fromthe routing donain.

(This test is for Network-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-26.12

MUST

RFC 2328, s12.2 p122 The link state database

LS Dat abase

An LSA is deleted froma router"s database when the LSA ages out and
is flushed fromthe routing domain.

(This test is for Type-3 Summary-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-26.13

MUST

RFC 2328, s12.2 p122 The link state database

LS Dat abase

An LSA is deleted froma router"s database when the LSA ages out and
is flushed fromthe routing domain.

(This test is for Type-4 Summary-LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-26.14

MUST

RFC 2328, s12.2 p122 The link state database

LS Dat abase

An LSA is deleted froma router"s database when the LSA ages out and
is flushed fromthe routing domain.

(This test is for Type-5 AS External - LSA)

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.1

MUST

RFC 2328, s12.4 p123 Originating LSAs

LSA Oigination

Destinations are advertised one at a tine so that the change in any
single route can be flooded w thout reflooding the entire collection
of routes.

This test is for Type-3 Summary-LSA

Debian 12: pass Debian 12: pass
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ANVL-OSPF-27.2

MUST

RFC 2328, s12.4 p123 Originating LSAs

LSA Oigination

During the flooding procedure, many LSAs can be carried by a single
Li nk State Update packet.

This test verifies whether the DUT recognizes multiple LSAs residing
in a single Link State Update packet.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.3

MUST

RFC 2328, s12.4 p124 Originating LSAs

LSA Origination
Whenever a new instance of an LSA is originated, its LS sequence nunber
is incremented, its LS age is set to O.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.4

MAY

RFC 2328, s12.4 p125 Originating LSAs

LSA Origination
A change in an interface"s state nmay nean that it is necessary to
produce a new instance of the router-LSA.

Debian 12: FAIL

Debian 12: pass

ANVL-OSPF-27.5

SHOULD

RFC 2328, s12.4 p125 Originating LSAs

LSA Oigination
If an attached network"s Designated Router gets changed a new
rout er-LSA shoul d be origi nat ed.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.6

SHOULD

RFC 2328, s12.4 p125 Originating LSAs

LSA Oigination
When Desi gnated Router changes and if the router itself is nowthe
Desi gnat ed Router, a new network-LSA shoul d be produced.

Debian 12: FAIL Debian 12: pass

ANVL-OSPF-27.7

SHOULD

RFC 2328, s12.4 p125 Originating LSAs

LSA Oigination

If the router itself is no |longer the Designated Router, any
network-LSA that it might have originated for the network shoul d be
flushed fromthe routing domain.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.8

MAY

RFC 2328, s12.4 p125 Originating LSAs

LSA Oigination

If one of the neighboring routers changes to the FULL state then this
may nean that it is necessary to produce a new i nstance of the
router-LSA

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.9

MAY

RFC 2328, s12.4 p125 Originating LSAs

LSA Origination

If one of the neighboring routers changes fromthe FULL state then
this may nean that it is necessary to produce a new instance of the
router-LSA.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-27.10

MAY

RFC 2328, s12.4 p125 Originating LSAs

LSA Oigination

An intra-area route has been added in the routing table. This may
cause a new instance of a summary-LSA (for this route) to be
originated in each attached area.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.11

MAY

RFC 2328, s12.4 p125 Originating LSAs

LSA Origination

An intra-area route has been nodified in the routing table. This
may cause a new i nstance of a summary-LSA (for this route) to be
originated in each attached area.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.12

MAY

RFC 2328, s12.4 p125 Originating LSAs

LSA Origination

An intra-area route has been deleted in the routing table. This may
cause a new instance of a summary-LSA (for this route) to be originated
in each attached area.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.13

MAY

RFC 2328, s12.4 p125 Originating LSAs

LSA Oigination

In case of an area border router an inter-area route has been added
in the routing table. This nmay cause a new i nstance of a sunmary-LSA
(for this route) to be originated in each attached non-backbone area.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.14

MAY

RFC 2328, s12.4 p125 Originating LSAs

LSA Origination

In case of an area border router an inter-area route has been nodified
in the routing table. This nmay cause a new i nstance of a sunmmary-LSA
(for this route) to be originated in each attached non-backbone area.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.15

MAY

RFC 2328, s12.4 p125 Originating LSAs

LSA Origination

In case of an area border router an inter-area route has been
deleted in the routing table. This may cause a new i nstance of a
sunmary-LSA (for this route) to be originated in each attached
non- backbone ar ea.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.16

MUST

RFC 2328, s12.4 p125 Originating LSAs

LSA Oigination

In case of an area border router an inter-area route has been added

in the routing table. This never causes a new instance of a summary-LSA
(for this route) to be originated in the attached backbone area.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-27.17

MUST

RFC 2328, s12.4 p125 Originating LSAs

LSA Oigination

In case of an area border router an inter-area route has been
nmodified in the routing table. This never causes a new i nstance of a
sunmary-LSA (for this route) to be originated in the attached
backbone ar ea.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.18

MUST

RFC 2328, s12.4 p125 Originating LSAs

LSA Origination

In case of an area border router an inter-area route has been
deleted in the routing table. This never causes a new instance of a
summary-LSA (for this route) to be originated in the attached
backbone area.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.19

MUST

RFC 2328, s12.4 p126 Originating LSAs,

LSA Oigination

If the router becones newy attached to an area it must then originate
sunmary-LSAs into the newy attached area for all intra-area and
inter-area routes in the router"s routing table.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.20

MAY

RFC 2328, s12.4 p126 Originating LSAs

LSA Origination

When the state of one of the router"s configured virtual |inks changes,
it may be necessary to originate a new router-LSA into the virtual
link"s Transit area, as well as originating a new router-LSA into the
backbone.

This test is for DUT which is ABR between backbone and non-backbone

ar eas.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.21

MUST

RFC 2328, s12.4.1 p127 Router-LSAs

LSA Origination
A router also indicates whether it is an area border router, by setting
the appropriate bits (bit B, respectively) in its router-LSAs.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.22

SHOULD

RFC 2328, s12.4.1 p127 Router-LSAs

LSA Oigination

Bit B should be set whenever the router is actively attached to two or
nore areas, even if the router is not currently attached to the OSPF
backbone area.

Debian 12: pass Debian 12: pass

ANVL-OSPF-27.23

MUST

RFC 2328, s12.4.1 p128 Router-LSAs

LSA Oigination

The router sets bit Vinits router-LSA for Area Aif and only if the
router is the endpoint of one or nore fully adjacent virtual |inks
having Area A as their Transit area.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-27.24 RFC 2328, s12.4.1 p129 Router-LSAs,
MUST LSA Origination

If the router wishes to build a router-LSA for Area A then for each
interface if the attached network does not belong to Area A, no links
are added to the LSA.

Debian 12: pass Debian 12: pass
ANVL-OSPF-27.25 RFC 2328, s12.4.1.3 p131 Describing virtual links
MUST LSA Oigination
For virtual links, a link description is added to the router-LSA only
when the virtual neighbor is fully adjacent.
Debian 12: pass Debian 12: pass
ANVL-OSPF-27.26 RFC 2328, s12.4.2 p134 Network-LSAs
SHOULD LSA Origination

A router that has fornerly been the Designated Router for a network,
but is no longer, should flush the network-LSA that it had previously
ori gi nat ed.

Debian 12: pass Debian 12: pass
ANVL-OSPF-27.28 RFC 2328, s12.4.3. p136 Summary-LSAs
MUST LSA Origi nation

If for a route the area associated with this set of paths is the Area
Aitself, do not generate a summary-LSA for the route for advertising

into Area A
Debian 12: pass Debian 12: pass
ANVL-OSPF-27.29 RFC 2328, s12.4.3. p136 Summary-LSAs
MUST LSA Origination

If for a route the area associated with the set of paths is not Area A
but the next hops associated with this set of paths belong to Area A
itself, do not generate a sunmary-LSA for the route for advertising

into Area A
Debian 12: pass Debian 12: pass
ANVL-OSPF-27.30 RFC 2328, s12.4.3. p136 Summary-LSAs
SHOULD LSA Oigination

If the destination of a route is an AS boundary router, a sumary-LSA
shoul d be originated if and only if the routing table entry describes
the preferred path to the AS boundary router. If so, a Type 4
sunmary-LSA is originated for the destination.

Debian 12: pass Debian 12: FAIL
ANVL-OSPF-27.31 RFC 2328, s12.4.3. p136 Summary-LSAs
MUST LSA Oigination

Whil e originating sumrary-LSAs for networks reachable by inter-area
routes at nost a single Type 3 summary-LSA is originated for each
area address range.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-27.32 RFC 2328, s12.4.4 p139 AS-external-LSAs
MUST LSA Origination

A default route for the Autonompbus System can be described in an
AS-external -LSA by setting the LSA"s Link State ID to
Def aul t Desti nation (0.0.0.0).

Debian 12: pass Debian 12: pass
ANVL-OSPF-28.1 RFC 2328, s13 p143 The Flooding Procedure
MUST Fl oodi ng Procedure

To make the flooding procedure reliable, each LSA nust be acknow edged
separately. Acknow edgnents are transmitted in Link State Acknow edgnent

packet s.
Debian 12: pass Debian 12: pass
ANVL-OSPF-28.2 RFC 2328, s13 p143 The Flooding Procedure
MUST Fl oodi ng Procedure

For each LSA contained in a Link State Update packet, validate the
LSA"s LS checksum |If the checksumturns out to be invalid, discard

the LSA.
Debian 12: pass Debian 12: pass
ANVL-OSPF-28.3 RFC 2328, s13 p143 The Flooding Procedure
MUST Fl oodi ng Procedure

For each LSA contained in a Link State Update packet, exanine the
LSA"s LS type. |If the LS type is unknown, discard the LSA

Debian 12: pass Debian 12: pass
ANVL-OSPF-28.4 RFC 2328, s13 p143 The Flooding Procedure
MUST FI oodi ng Procedure

For each LSA contained in a Link State Update packet, if this is an
AS-external -LSA (LS type = 5) and the area has been configured as a
stub area discard the LSA

Debian 12: pass Debian 12: pass
ANVL-OSPF-28.5 RFC 2328, s13 p144 The Flooding Procedure,
MUST FI oodi ng Procedure

If the LSA"s LS age is equal to MaxAge, and there is currently no
instance of the LSA in router"s link state database, and none of
router"s neighbors are in state Exchange or Loadi ng send direct
Acknow edgenment packet to the sendi ng nei ghbor and discard the LSA.

Debian 12: pass Debian 12: pass
ANVL-OSPF-28.6 RFC 2328, s13 p144 The Flooding Procedure
MUST FI oodi ng Procedure

If there is already a database copy, and if the database copy was
received via flooding and installed | ess than M nLSArrival seconds
ago, discard the new LSA (w thout acknow edging it).

Debian 12: pass Debian 12: pass
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ANVL-OSPF-28.7

MUST

RFC 2328, s13 p144 The Flooding Procedure

FI oodi ng Procedure

If there is no database copy or the received LSA is nore recent than
the database copy and the database copy was installed nore than

M nLSArrival seconds ago, imediately flood the new LSA out somne
subset of the router"s interfaces.

Debian 12: pass Debian 12: pass

ANVL-OSPF-28.8

MUST

RFC 2328, s13 p144 The Flooding Procedure

Fl oodi ng Procedure

Wien a new instance of a LSAis installed in database, a router
possi bl y acknow edges the recei pt of the LSA by sending a Link
St at e Acknowl edgnent packet on the receiving interface.

Debian 12: pass Debian 12: pass

ANVL-OSPF-28.9

MUST

RFC 2328, s13 p145 The Flooding Procedure,

FI oodi ng Procedure

Wien the received LSA is at nost as recent as the database copy of
that LSA then if there is an instance of the LSA on the sending
nei ghbor"s Link State Request |ist, generate the neighbor event
BadLSReq.

Debian 12: pass Debian 12: FAIL

ANVL-OSPF-28.10

SHOULD

RFC 2328, s13 p145 The Flooding Procedure

Fl oodi ng Procedure

If the received LSA is the sane instance as the database copy and is
listed in the Link state retransmi ssion list for the receiving

adj acency, the router itself is expecting an acknow edgnent for this
LSA. The router should renpve the LSA fromthe Link state

retransm ssion |ist.

Debian 12: pass Debian 12: pass

ANVL-OSPF-28.11

MUST

RFC 2328, s13 p145 The Flooding Procedure

FI oodi ng Procedure

If the database copy has LS age equal to MaxAge and LS sequence nunber
equal to MaxSequenceNurmber, sinply discard the received LSA without
acknow edging it.

Debian 12: pass Debian 12: pass

ANVL-OSPF-29.1

MUST

RFC 2328, s13.1 p145 Determining which LSA is newer

Newer LSA Deternination
The LSA having the newer LS sequence nunber is nore recent.

Debian 12: pass Debian 12: pass

ANVL-OSPF-30.1

MUST

RFC 2328, s13.3 p149 Next step in the Flooding Procedure

FI oodi ng Procedure Next Step

If the adjacency is not yet full and there is an instance of new LSA
in Link State request list and if the new LSA is nore recent delete
the LSA fromthe Link state request |ist.

Debian 12: pass Debian 12: pass

Test Report created at 2026-01-02 21:51:51 UTC

Page 36 of 44



“++Holo

Testing done using Ixia IXANVL
RFC Compliance Tester by

netlER

Network Device Education Foundation

RFC Compliance Test Report

OSPF Results

FRRouting Holo
10.5.0 2025-12-23

ANVL-OSPF-30.2

MUST

RFC 2328, s13.3 p150 Sending protocol packets

FI oodi ng Procedure Next Step

On broadcast network, the Link State Update packets are nulticast but
Link State Update packets carrying retransm ssions are al ways sent
directly to the neighbor.

Debian 12: pass Debian 12: pass

ANVL-OSPF-31.1

MUST

RFC 2328, s13.4 p151 Receiving self-originated LSAs

Sel f-Ori gi nated LSA Recei pt

A self-originated LSA is detected when the LSA"s Advertising Router is
equal to the router"s own Router ID and in nost cases (when the LS
sequence nunber of the received LSA is greater than that of the
current instance), the router nust then advance the LSA"s LS sequence
nunber one past the received LS sequence nunber, and originate a new

i nstance of the LSA

Debian 12: pass Debian 12: pass

ANVL-OSPF-31.2

MUST

RFC 2328, s13.4 p151 Receiving self-originated LSAs

Sel f-Originated LSA Recei pt

A self-originated LSA is detected when the LSA is a network-LSA and
its Link State IDis equal to one of the router"s own |P interface
addresses. In this case the LSA is flushed fromthe routing domain.

Debian 12: pass Debian 12: pass

ANVL-OSPF-31.3

SHOULD

RFC 2328, s13.4 p151 Receiving self-originated LSAs

Sel f-Originated LSA Recei pt

If the received self-originated LSA is a summary-LSA and the router
no | onger has an (advertisable) route to the destination instead of
updating the LSA, the LSA should be flushed fromthe routing donain
by increnmenting the received LSA"s LS age to MaxAge and refl oodi ng.

Debian 12: FAIL

Debian 12: pass

ANVL-OSPF-31.4

SHOULD

RFC 2328, s13.4 p151 Receiving self-originated LSAs

Sel f-Originated LSA Recei pt

If the received self-originated LSA is an AS-external -LSA and the
router no longer has an (advertisable) route to the destination
instead of updating the LSA, the LSA should be flushed fromthe
routing domain by increnenting the received LSA's LS age to MaxAge
and refl oodi ng.

Debian 12: pass Debian 12: pass

ANVL-OSPF-31.5

SHOULD

RFC 2328, s13.4 p151 Receiving self-originated LSAs

Sel f-Originated LSA Recei pt

If the received self-originated LSA is a network-LSA but the router
is no |longer Designated Router for the network, instead of updating
the LSA, the LSA should be flushed fromthe routing donmain by
incrementing the received LSA"s LS age to MaxAge and refl oodi ng.

Debian 12: pass Debian 12: pass

ANVL-OSPF-32.1

MUST

RFC 2328, s13.5 p152-153 Sending Link State Acknowledgment packets

Sendi ng LSA Packets
If the new LSA has been flooded back out receiving interface no
acknow edgenent is sent.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-32.2

MUST

RFC 2328, s13.5 p152-153 Sending Link State Acknowledgment packets

Sendi ng LSA Packets

If the new LSA is nore recent than database copy, but was not fl ooded
back out receiving interface and if the router is in state Backup
then del ayed acknowl edgenent is sent if advertisement is received
from Desi gnated Router, otherw se nothing is done.

Debian 12: pass Debian 12: pass

ANVL-OSPF-32.3

MUST

RFC 2328, s13.5 p152-153 Sending Link State Acknowledgment packets

Sendi ng LSA Packets

If the new LSA is nore recent than database copy, but was not fl ooded
back out receiving interface and if the receiving router is not in
state Backup then del ayed acknow edgenent is sent.

(This test checks the case when router state is DR O her)

Debian 12: pass Debian 12: pass

ANVL-OSPF-32.4

MUST

RFC 2328, s13.5 p152-153 Sending Link State Acknowledgment packets

Sendi ng LSA Packets

If the new LSA is nore recent than database copy, but was not fl ooded
back out receiving interface and if the receiving router is not in
state Backup then del ayed acknow edgenent is sent.

(This test checks the case when router state is DR

Debian 12: pass Debian 12: pass

ANVL-OSPF-32.5

MUST

RFC 2328, s13.5 p152-153 Sending Link State Acknowledgment packets

Sendi ng LSA Packets

If the new LSA is a duplicate, and was treated as inplied

acknow edgenent and if the receiving router is in state Backup
then del ayed acknow edgenent is sent if advertisement is received
from Desi gnated Router, otherw se nothing is done.

Debian 12: pass Debian 12: pass

ANVL-OSPF-32.6

MUST

RFC 2328, s13.5 p152-153 Sending Link State Acknowledgment packets

Sendi ng LSA Packets

If the new LSA is a duplicate, and was treated as inplied
acknow edgenent and if the receiving router is not in state
Backup then no acknow edgement is sent.

(This test checks the case when router state is DR O her)

Debian 12: pass Debian 12: pass

ANVL-OSPF-32.7

MUST

RFC 2328, s13.5 p152-153 Sending Link State Acknowledgment packets

Sendi ng LSA Packets

If the new LSA is a duplicate, and was treated as inplied

acknow edgenment and if the receiving router is not in state Backup
then no acknow edgenent is sent.

(This test checks the case when router state is DR

Debian 12: pass Debian 12: pass

ANVL-OSPF-32.8

MUST

RFC 2328, s13.5 p152-153 Sending Link State Acknowledgment packets

Sendi ng LSA Packets

If the new LSA is a duplicate, and was not treated as inplied
acknow edgenent and if the receiving router is in state Backup
then direct acknow edgenent is sent.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-32.9 RFC 2328, s13.5 p152-153 Sending Link State Acknowledgment packets
MUST Sendi ng LSA Packets

If the new LSA is a duplicate, and was not treated as inplied
acknow edgenent and if the receiving router is not in state Backup
then direct acknow edgenent is sent.

Debian 12: pass Debian 12: pass

ANVL-OSPF-33.1 RFC 2328, s13.7 p156 Receiving link state acknowledgments

MUST LSA Recei pt
If the acknow edgnent is for the sane instance that is contained on
the Link state retransmission list, renove the itemfromthe |ist.

Debian 12: pass Debian 12: pass
ANVL-OSPF-34.1 RFC 2328, s15 p158 Virtual Links
MUST Virtual Links
When an adj acency is established over a virtual |ink, the virtual
link will be included in backbone router-LSAs.
Debian 12: pass Debian 12: pass
ANVL-OSPF-34.2 RFC 2328, s15 p158 Virtual Links
MUST Virtual Links
When an adj acency is established over a virtual |ink, then OSPF
packets pertaining to the backbone area will flow over the adjacency.
Debian 12: pass Debian 12: pass
ANVL-OSPF-34.3 RFC 2328, s15 p158 Virtual Links
MUST Virtual Links
AS-external -LSAs are NEVER fl ooded over virtual adjacencies.
Debian 12: pass Debian 12: pass
ANVL-OSPF-34.4 RFC 2328, s15 p159 Virtual Links
MUST Virtual Links
The cost of a virtual link is NOT configured. It is defined to be
the cost of the intra-area path between the two defining area border
routers.
Debian 12: pass Debian 12: pass
ANVL-OSPF-34.5 RFC 2328, s15 p159 Virtual Links
SHOULD Vi rtual Links
When the cost of a virtual |ink changes, a new router-LSA shoul d be
originated for the backbone area.
Debian 12: pass Debian 12: pass
ANVL-OSPF-34.6 RFC 2328, s15 p159 Virtual Links
MUST Virtual Links
In each endpoint"s router-LSA for the backbone, the virtual link is

represented as a Type 4 link whose Link IDis set to the virtual

nei ghbor"s OSPF Router ID and whose Link Data is set to the virtual
interface"s | P address. (This test checks the case of router between
backbone area and a non-backbone area)

Debian 12: pass Debian 12: pass
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ANVL-OSPF-34.7

MUST

RFC 2328, s15 p159 Virtual Links

Virtual Links

In each endpoint"s router-LSA for the backbone, the virtual link is
represented as a Type 4 link whose Link IDis set to the virtual

nei ghbor"s OSPF Router ID and whose Link Data is set to the virtual
interface"s | P address. (This test checks the case of router between
two non- backbone areas)

Debian 12: unpredict Debian 12: pass

ANVL-OSPF-34.8

MUST

RFC 2328, s15 p159 Virtual Links

Virtual Links
The tinme between link state retransm ssions, Rxntlnterval, is
configured for a virtual Iink.

Debian 12: pass Debian 12: pass

ANVL-OSPF-35.1

MUST

RFC 2328, s16.2 p168 Calculating the inter-area routes

Interarea Route Cal cul ation
If the router has active attachnents to nmultiple areas, only
backbone summary-LSAs are exam ned.

Debian 12: pass Debian 12: pass

ANVL-OSPF-36.1

MUST

RFC 2328, sA.1 p185 Encapsulation of OSPF packets

OSPF Packet Encapsul ation
To ensure that the OSPF packets sent to nulticast addresses w |l not
travel nultiple hops, their IP TTL nust be set to 1.

Debian 12: pass Debian 12: pass

ANVL-OSPF-36.2

SHOULD

RFC 2328, sA.1 p186 Encapsulation of OSPF packets

OSPF Packet Encapsul ation

Al'l routers running OSPF should be prepared to receive packets sent
to the address 224.0.0.5. Hello packets are always sent to this
destination.

(This test checks the case when router is in state DR O her)

Debian 12: pass Debian 12: pass

ANVL-OSPF-36.3

SHOULD

RFC 2328, sA.1 p186 Encapsulation of OSPF packets

OSPF Packet Encapsul ation

Al'l routers running OSPF should be prepared to receive packets sent
to the address 224.0.0.5. Hello packets are always sent to this
destination.

(This test checks the case when router is in state DR)

Debian 12: pass Debian 12: pass

ANVL-OSPF-36.4

SHOULD

RFC 2328, sA.1 p186 Encapsulation of OSPF packets

OSPF Packet Encapsul ation

Al'l routers running OSPF should be prepared to receive packets sent
to the address 224.0.0.5. Hello packets are always sent to this
destinati on.

(This test checks the case when router is in state Backup)

Debian 12: pass Debian 12: pass
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ANVL-OSPF-36.5

MUST

RFC 2328, sA.1 p186 Encapsulation of OSPF packets

OSPF Packet Encapsul ation
The Designated Router nust be prepared to receive packets destined to
the mul ticast address 224.0.0. 6.

Debian 12: pass Debian 12: pass

ANVL-OSPF-36.6

MUST

RFC 2328, sA.1 p186 Encapsulation of OSPF packets

OSPF Packet Encapsul ation
The Backup Designated Router nmust be prepared to receive packets
destined to the nulticast address 224.0. 0. 6.

Debian 12: pass Debian 12: pass

ANVL-OSPF-36.7

MUST

RFC 2328, sA.3.2 p194 The Hello packet

OSPF Packet Encapsul ation

If Router Priority set to 0, the router will be ineligible to
becone Backup Desi gnated Router.

(This test checks the case when router itself has Router Priority 0)

Debian 12: pass Debian 12: pass

ANVL-OSPF-36.8

MUST

RFC 2328, sA.3.2 p194 The Hello packeta

OSPF Packet Encapsul ation

If Router Priority set to O, the router will be ineligible to
becone Backup Desi gnat ed Router

(This test checks the case when a nei ghbor has Router Priority 0)

Debian 12: pass Debian 12: pass

ANVL-OSPF-36.9

MUST

RFC 2328, sA.3.2 p194 The Hello packet

OSPF Packet Encapsul ation

If Router Priority set to O, the router will be ineligible to
become Desi gnated Router

(This test checks the case when router itself has Router Priority 0)

Debian 12: pass Debian 12: pass

ANVL-OSPF-36.10

MUST

RFC 2328, sA.3.2 p194 The Hello packet

OSPF Packet Encapsul ation

If Router Priority set to O, the router will be ineligible to
beconme Desi gnated Router.

(This test checks the case when a nei ghbor has Router Priority 0)

Debian 12: pass Debian 12: pass

ANVL-OSPF-36.11

MUST

RFC 2328, sA.3.6 p201 The Link State Acknowledgment packet

OSPF Packet Encapsul ation

A Link State Acknow edgnent packet is sent either to the nulticast
address Al Il SPFRouters, to the multicast address All DRouters, or as
a uni cast

Debian 12: pass Debian 12: pass

ANVL-OSPF-36.12

MUST

RFC 2328, sA.4.2 p206-207 Router-LSAs

OSPF Packet Encapsul ation
Wien bit V is set, the router is an endpoint of one or nore fully
adj acent virtual links having the described area as Transit area.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-36.13 RFC 2328, sA.4.2 p208 Router-LSAs
MUST OSPF Packet Encapsul ation

When connecting to an object that also originates an LSA (i.e., another
router or a transit network) the Link IDis equal to the neighboring
LSA"s Link State ID.

Debian 12: pass Debian 12: pass
ANVL-OSPF-36.14 RFC 2328, sA.4.2 p208 Router-LSAs
MUST OSPF Packet Encapsul ation

For connections to stub networks, Link Data specifies the network"s IP
addr ess nask.

Debian 12: pass Debian 12: pass
ANVL-OSPF-36.16 RFC 2328, sA.4.2 p208 Router-LSAs
MUST OSPF Packet Encapsul ation

For connections to transit network Link Data specifies the router
interface"s | P address.

Debian 12: pass Debian 12: pass
ANVL-OSPF-36.17 RFC 2328, sA.4.4 p212 Summary-LSAs
MUST OSPF Packet Encapsul ation
Type 3 sunmary-LSAs are used when the destination is an | P network.
Debian 12: pass Debian 12: pass
ANVL-OSPF-36.18 RFC 2328, sA.4.4 p212 Summary-LSAs
MUST OSPF Packet Encapsul ation
When the destination is an AS boundary router, a Type 4 sunmary-LSA
i s used.
Debian 12: pass Debian 12: pass
ANVL-OSPF-37.1 RFC 2328, sB p217 Architectural Constants
MUST Architectural Restraints

M nLSInterval is the mininmumtine between distinct originations of any
particul ar LSA. The value of MnLSInterval is set to 5 seconds.

Debian 12: pass Debian 12: pass
ANVL-OSPF-37.2 RFC 2328, sB p218 Architectural Constants
MUST Architectural Restraints

LSInfinity is the metric value indicating that the destination
described by an LSA is unreachable. Used in sumrary-LSAs as an
alternative to premature aging. It is defined to be the 24-bit
bi nary value of all ones: Oxffffff.

Debian 12: pass Debian 12: pass
ANVL-OSPF-37.3 RFC 2328, sB p218 Architectural Constants
MUST Architectural Restraints

LSInfinity is the netric value indicating that the destination
described by an LSA is unreachable. Used in AS-external -LSAs as an
alternative to premature aging. It is defined to be the 24-bit binary
value of all ones: Oxffffff.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-37.4

MUST

RFC 2328, sB p218 Architectural Constants

Architectural Restraints

Initial SequenceNunber is the value used for LS Sequence Number when
originating the first instance of any LSA Its value is the signed

32-bit integer 0x80000001.

Debian 12: FAIL Debian 12: FAIL

ANVL-OSPF-38.1

MUST

RFC 2328, sD.3 p229 Cryptographic Authentication

Crypt ographi ¢ Aut hentication

When cryptographi c authentication is used, the 64-bit
Authentication field in the standard OSPF packet header is
redefined as

0

0 1
+- R R TR R - +-+
I I
+- -+
I

+

Cryptographlc sequence nunber
B i e R i i T T T S S I R S S S e i it cEIE TR S S S S

Debian 12: pass Debian 12: pass

ANVL-OSPF-38.2

MUST

RFC 2328, sD.3 p229 Cryptographic Authentication

Crypt ographi ¢ Aut hentication

(6) The nessage digest is then cal cul ated and appended to
the OSPF packet. The authentication algorithmto be

used incalculating thedigest is indicated by the ke
itself. Input to the authentication algorithmconsists
of the OSPF packet and the secret key. Wen using MD5 as
the authentication algorithm the nessage digest

cal cul ation proceeds as foll ows:

(a) The 16 byte MD5 key is appended to the OSPF packet.

(b) Trailing pad and length fields are added, as
specified in [Ref17].

(c) The MD5 authentication algorithmisrun over the
concat enati on of the OSPF packet, secret key, pad
andl ength fields, producing a 16 byte nessage

di gest (see[Refl17]).

(d) The MD5 digest is witten over the OSPF key (i.e
appended tothe original OSPF packet). The digest is
not countedin the OSPF packet"s length field, but

is includedin the packet"sIP length field. Any
trailing pad or length fields beyond the digest are
not countedor transmtted.

Debian 12: pass Debian 12: pass

ANVL-OSPF-38.3

MUST

RFC 2328, sD4.3 p233 Generating Cryptographic authentication

Crypt ogr aphi ¢ Aut hentication
(2) The checksum field in the standard OSPF header is not
cal cul ated, but is instead set to O.

Debian 12: pass Debian 12: pass
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ANVL-OSPF-38.4 RFC 2328, p243 Security Considerations

Crypt ographi ¢ Aut hentication

When using the Cryptographic authentication option, each router appends
a "nmessage digest" to its transmtted OSPF packets. Receivers then use
the shared secret key and received digest to verify that each received

OSPF packet is authentic.

MUST

Debian 12: pass Debian 12: pass
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